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Abstract—We determine the covert capacity for entanglement
generation over a noisy quantum channel. While secrecy guaran-
tees that the transmitted information remains inaccessible to an
adversary, covert communication ensures that the transmission
itself remains undetectable. The entanglement dimension follows
a square root law (SRL) in the covert setting, ie., O(\/n)
Einstein-Podolsky-Rosen (EPR) pairs can be distributed covertly
and reliably over n channel uses. We begin with covert commu-
nication of classical information under a secrecy constraint. We
then leverage this result to construct a coding scheme for covert
entanglement generation. Single-letter expressions are derived for
both the covert secrecy and the covert entanglement-generation
capacities.

I. INTRODUCTION

Privacy is a fundamental aspect of communication systems
[1-11]. Traditional security approaches deny eavesdropper
access to the transmitted information [12]. Covert communica-
tion prevents the detection of transmitted signals by masking
them in noise. Although this strengthens security, its cost is
the square root law (SRL): only O(y/n) reliable and covert
bits can be transmitted in n channel uses [13-24]. While
secrecy and covertness seem orthogonal, their combination is
considered for classical channels in [17, Sec. VII-C]. Tutorial
on covert communication [25] and a recent survey [26] are
available.

Recently, there has been a growing interest in how pre-
shared entanglement resources can boost communication per-
formance in general [27-35], and covert communication in
particular [36-38]. In several channel models, entanglement
assistance enables transmission on the order of O(y/nlogn)
information bits [39—41]. This highlights the significance of
covert entanglement generation. Entanglement generation is
closely related to quantum subspace transmission [42—44], i.e.,
sending quantum information. Anderson et al. [45, 46] have
recently developed lower bounds on the quantum covert rate
using twirl modulation and depolarizing channel codes. Here,
we give a more refined characterization and determine the
capacity for covert entanglement generation in terms of the
channel itself. Moreover, while Anderson et al. [46] use a
pre-shared classical secret key of size ~ \/nlogn bits, our
scheme does not require a pre-shared secret key.

Furthermore, entanglement generation is intimately related
to secrecy [47, 48]. Due to the no-cloning theorem, quantum
information transmission inherently ensures secrecy [49]. If
the adversary could obtain the quantum information that Alice

is sending to Bob, then Bob could not recover it without
contradicting the no-cloning theorem. Devetak [44] introduced
a coherent version of classical secrecy codes, which leverage
their privacy properties to define subspaces where Alice can
securely encode quantum information. The decoupling ap-
proach [50, 51] uses similar idea. In this sense, secrecy is both
necessary and sufficient to establish entanglement generation.

Consider a covert entanglement generation setting, as in
Figure 1. Alice first decides whether to transmit, or not. When
inactive, the channel input is |O>®”. Otherwise, she prepares
a maximally entangled state ®prj; locally, and encodes her
“quantum message” M. She then transmits the encoded system
A™ using n channel uses. At the channel output, Bob and
Willie receive B™ and W?", respectively. Bob performs a
decoding operation which recovers a state that is close to
@ .57 Meanwhile, Willie performs a hypothesis test to detect
whether Alice has transmitted information or not.

Our approach is fundamentally different from that in An-
derson et al. [45, 46]. First, we consider both covert and
secret communication of classical information via a classical-
quantum (c-q) channel, and determine the covert secrecy
capacity. This generalizes Bloch’s result [17, Sec. VII-C] to
c-q channels. One might argue that, with covertness, secrecy
is redundant, as Willie would not attempt to decode a message
he does not detect. However, covertness is typically defined
in a statistical sense: while the probability of detection is
small, it is not necessarily zero. Thus, in rare cases when
Willie detects anomalous activity, secrecy ensures that he still
cannot extract meaningful information. Covert secrecy is thus a
problem of independent interest, not merely an auxiliary result
for the main derivation. Then, we use Devetak’s approach
[44, Sec. IV] of constructing an entanglement-generation
code from a secrecy code. This uses secrecy to establish
entanglement generation. As a result, we achieve the same
covert entanglement-generation rate as the secret classical
information rate. Unlike Anderson et al. [46], our scheme does
not require a pre-shared secret key.

We prove that approximately Cggy/nn EPR pairs can be
generated covertly. The optimal rate Cgg, i.e., the covert
capacity for entanglement generation, is given by
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Fig. 1. Covert entanglement generation. Alice prepares |®) 5, ,, locally. If inactive, the channel input is \0)@’". Otherwise, she encodes and transmits A™
via the quantum channel. Bob receives B", and produces M. In order to detect the transmission, Willie performs a measurement on W™ to estimate whether

Alice is quiet (null hypothesis Hg) or transmitting (alternate hypothesis H1).

where [t]; = max(0,t) for every ¢ € R; g and wy are Bob
and Willie’s respective outputs for the “innocent” input |0),
whereas o and w; are the outputs associated with inputs that
are orthogonal to |0); D (p||o) is the quantum relative entropy
and x2 (p||o) is the quantum chi-square divergence defined in
(2) below (see [52, Eq. (4)], [53, Sec. 1.1.4]). Remarkably, we
establish a single-letter formula for this fully quantum model.
Separately in [54], we extend our result to continuous-variable
bosonic channels.

The paper is organized as follows. In Section II, we address
covert communication of classical information under a secrecy
constraint. In Section III, we present the model definitions
and capacity result for covert entanglement generation. The
proof outline for covert and secret communication is given
in Section IV. Section V concludes with a summary and
discussion. See detailed analysis in [55].

Basic Definitions: We use the following notation con-
ventions: X', ), Z,... are finite sets, X,y,z,... represent
random variables, and x,v, z, ... their values. We use 2/ =
(x1,x2,...,x;) for a sequence of letters from X, and [i :
jl = {i,i + 1,...,j} where j > i. [t} = max(0,t)
for t € R. We use standard asymptotic notation [56, Ch.
3.11 O(g(n)), o(g(n)), (g(n)), w(g(n)) for functions g :
N — R. The quantum state of system A is described by
a density operator p on a finite-dimensional Hilbert space
H 4. We denote the dimension by either d4 or dim(? 4). Let
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The quantum relative entropy and fidelity between p and
o are denoted as D (p|lo) and F(p, o), respectively. The
quantum chi-square divergence can be defined by x? (p||o) =

9° .
D (ap+ (1 —a)o||o) (see [57, Sec. 2.6]). Explic-

0a? -
itly, given a spectral decor?lposition of a full-rank operator,

o =, M1, we have [52, Eq. (4)]
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with natural exponents and logarithms. A quantum channel
Na_ p is a linear CPTP map. See details in [55, Sec. II].

II. CLASSICAL INFORMATION WITH SECRECY

First, we consider covert transmission of classical informa-
tion with secrecy over a quantum channel.

A. Coding Definitions

Consider a c-q channel Px_,gw. The reduced states of
Bob and Willie are o, = Tryy (Px_pw(z)) and w, =
Trp (Px—pw(x)), respectively. Alice wishes to send a clas-
sical message to Bob with covertness and secrecy guarantees.

Definition 1. A classical secrecy code (M, L, f,A) for
Px_pw consists of: a secret message set M, a public
message set £, an encoding function f : M x L — X",

and a collection of decoding measurements {Ag’f;[), (m,f) €
M x L}

Per Figure 2, Alice desires to send a secret message m € M
and a public message ¢ € L to Bob. In covert communication,
Alice makes a decision on whether to communicate or not.
Assume X = {0,1}. If Alice decides to be inactive, the
channel input is z" = (0,0,...,0). Otherwise, she transmits
a codeword z™ = f(m,£). The joint output state is thus

p%ﬁ’é&n = PY" gw (f(m,£)). Bob receives B", performs

a decoding measurement {A B”Z’Z)} and obtains an estimate

(1h, ¢). The average error probability is given by
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Fig. 2. Covert secrecy for a c-q channel. The goal is to send classical information both secretly and covertly.

Meanwhile, Willie receives W™ in the following average state:
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1) Detection by Warden: Willie performs a hypothesis test
to determine whether there is transmission. If he identifies
transmission, he may also try to recover the message. Let
ew (n) denote the average probability of erroneous detection,
assuming equally likely hypotheses. Alice wants to encode
while making Willie’s detector asymptotically ineffective,
with ey (n) 1 By the quantum Pinsker inequality,

- 3.
ew(n) > % (1 —4/3D (ﬁWnHwS@")), where wy is Willie’s
output corresponding to the innocent input x = 0 (see
[49, Sec. 9.1.4 and Th. 11.9.1]). Thus, a code is covert if
D (Pyyn||wd™) — 0 as n — oc. The covert encoding scheme
is based on a sparse coding, with only a fraction of «,, non-
zero transmissions [24, 58], taking «,, = Wn , where v, — 0.
Hence, w,, = (1 — ay)wo + anws is called the “quantum-
secure covert state” [24, Sec. II-E]. Covertness follows from
D (wgMlwg™) = nD (wa,, llwo) = 37ax* (willwo)-

2) Covert Secrecy Capacity: The code should sat-
isfy three requirements: reliability, covertness, and secrecy.
An (M|, |L],n, €, dcov, dsec) secrecy code satisfies

(i) Decoding Reliability: ﬁin) <e

(ii) Covertness Criterion: D (ﬁwn

w(()gm) < 5cov

(iii) Secrecy: Wll Y omem Hpgﬁ? — ﬁwn“l < dgec for some
pwn, which does not depend on the secret message m.
Typically, the secrecy rate is defined as Rs = w (bits
per channel use). However, in the covert setting, the best
achievable transmission rate is zero, since log | M| = O(y/n).
Instead, the covert secrecy rate is characterized as
_ log|M|

N0cov

hence, |M| = eV™e«ls  Similarly, we define the public
message as

Ls ; (&)

log | £|
N0cov

; (6)

Lowlic =

and thus |£| = eV Lovic (see [16], [17], [24]).

Definition 2 (Achievable covert secrecy rate). A covert secrecy
rate Ls > 0 is achievable if, for every e,dcoy,dsec > 0,
sufficiently large n, and some public message rate Lyyplic, there
exists a (eV7doLs oVideoLpbic p g §. §ie.) code for covert
and secret classical communication.

Definition 3 (Covert secrecy capacity). The covert secrecy
capacity Cs(P) of a classical-quantum covert communication
channel Px _, gy is the supremum of all achievable rates.

3) Assumptions: For simplicity, we assume a binary input,
ie., X = {0,1}. We are interested in covert communication
under the following assumptions: w; # wy,

supp(w1) C supp(wo), and supp(o1) C supp(op). (7)

This guarantees that the test is not trivial and that neither Bob
nor Willie can detect a non-zero transmission with certainty.

Remark 1. When Willie’s support condition supp(w;) C
supp(wp) is violated, Willie can identify any non-innocent
transmission with certainty, as D(wq|lwp) — oo0. Covert
communication is then fundamentally impossible, and the
covert capacity is trivially zero.

Remark 2. While Bob’s objective is to recover information
(either classical or quantum), if supp(c1) € supp(oy), then
Bob has an unfair advantage over Willie in the sense that he
can identify a non-innocent input with certainty. This improves
the information scale to ~ y/nlogn, surpassing the standard
square root law.

B. Capacity Theorem

Recall o, = Try (Pxoew(z)) and w,

Trp (’PXHB{/V(CL')), for x € {0, 1}.
Theorem 1. Let Px _, pw be a c-q covert communication chan-
nel. Consider covert communication of classical information
with secrecy via this channel. If Px_, gy satisfies (7), then
the covert secrecy capacity is given by

Cs(P) = [D (o1][o0) — D (wi||wo)] . ®

3X2 (wi]lwo)

The proof outline for Theorem 1 is given in Section IV.
Further details are given in [55, Sec. S.3]. We combine several



methods from previous works on secret and covert communi-
cation. We build upon covert communication results without
secrecy [24], along with the secrecy coding approach proposed
by Bloch [17] for classical channels. We employ binning
and use Hayashi’s quantum channel resolvability lemma to
guarantee secrecy [59].

III. COVERT ENTANGLEMENT GENERATION

We now turn to our main problem of interest. Consider a
quantum channel A 4_, g with a Stinespring dilation U 4_, gy .
Hence, W is interpreted as the receiver’s environment. Sup-
pose that an adversarial warden, Willie, holds . The comple-
mentary channel from Alice to Willie is defined by N§_,;, =
Trp o Us—, gw. Alice would like to generate entanglement
with Bob covertly, i.e. without Willie knowing whether Alice
transmitted or not. Assume that |0) is the “innocent” input,
corresponding to the case where Alice is inactive, i.e., she is
not using the channel in order to generate shared entanglement
with Bob. Let {|0),|1)} be an orthonormal basis, and denote
Bob and Willie’s outputs by o, = Na_p(|lz)z]), w, =
NS _w (Jx)z|), respectively, for z € {0,1}.

A. Coding Definitions

Definition 4. A (T,n) entanglement-generation code consists
of a Hilbert space Hjys of dimension 7', and a collection
of encoding and decoding maps, Fj;_,a~» and D
respectively.

Brn—

The setting is depicted in Figure 1. The goal is to generate
entanglement between Alice and Bob, without being detected
by Willie. Alice prepares |®)p,, locally, on H57?, where R
is a resource that she keeps, and M is the resource that
she would like to distribute to Bob. If Alice decides to be
inactive, the input is |0)®". Otherwise, if she does perform
the task, she applies Fjs_, 4» on her “quantum message” M,
which results in a quantum state 7z 4». She then transmits the
encoded system A" via U$", 5y, The joint output state is thus
TrEnwn = (idr @ U™, gy ) (TRAn ). Bob decodes B™ by

TRil = (idR ® DB"—M’V[\) (TrB) - )

Meanwhile, Willie receives W™ in the reduced state 7y~ =
Trrpn (TRnw= ) and performs his hypothesis test.
A (T,n,e,d)-code for covert entanglement generation sat-
isfies the following conditions:
(i) Decoding Reliability: F (TR]\?, <I>RM) >1—c.
(i) Covertness Criterion: D (Twn||wg™) < 6.
Remark 3. As all Stinespring dilations are isometrically equiv-
alent, the result does not depend on the choice of dilation.

Remark 4. Entanglement generation is intimately related to
secrecy. Devetak [44] introduced a coherent version of classi-
cal secrecy codes, which leverage their privacy properties to
define subspaces where Alice can securely encode quantum
information, ensuring its inaccessibility.

In traditional tasks, the entanglement rate is defined as
Rgg = M, i.e., the number of qubit pairs per
channel use. However, in the covert setting, the best achievable

entanglement rate is zero, as log[dim(H)] = O(V/n).
Instead, we define the covert entanglement-generation rate as

T
, where T'=dim(H),
Vné (Haa)

hence, T = eV™Llec,

Ly = (10)

Definition 5 (Achievable covert entanglement-generation rate).
A covert entanglement-generation rate Lgg > 0 is achievable
if for every €,0 > 0 and sufficiently large n, there exists a
(emLEG, n,e,6) code for covert entanglement generation.

Definition 6 (Covert entanglement-generation capacity). The
covert entanglement-generation capacity Cgg(N) of a quan-
tum channel N4 _, g is the supremum of all achievable rates.

B. Capacity Theorem
For simplicity, we assume dy = 2. Recall o, =
Nasg(|z)x]) and wy, = NGy (Jx)z|), for z € {0,1}.

Theorem 2. Consider covert entanglement generation via a
quantum channel U4_, gy that satisfies (7). Then, the covert
entanglement-generation capacity is given by

[D (91|o0) — D (wilwo)]

Cro(N) = . (11)

3x2 (willwo)
The proof of Theorem 2 is given in [55, Sec. V].

Remark 5. Recall that {|z)},=¢,1 is an orthonormal basis for
the input Hilbert space H4. We may define a c-q channel,
Px_pw(z) = Uampw(Jz)z|,) for z € {0,1}. To show
achievability, we construct an entanglement generation code
for the quantum channel A4, 5 from classical secrecy codes
for Px_,pw, following the approach in [44]. The covert
entanglement-generation capacity is identical to the classical
covert secrecy capacity.

Remark 6. In a recent work on covert quantum communication
[46], a lower bound is established using Pauli twirl modulation
with the aid of O(y/nlogn) key bits, based on a method that
employs a sparse signaling approach. This implies that the key
rate is infinite in their coding scheme. Here, on the other hand,
we do not use a key.

Example 1. Consider the excitation channel, N (p) =
KopK{ + K1pK{, where Ko = T—7[0)0] + [1X1], K1 =
V7 11X0|, for v € (0,1]. By Theorem 2, the covert
entanglement-generation capacity is given by Cgg(N) =
log (%),/@ if v € (0,3), else 0. See Figure 3. As
~ — 0, covertness becomes trivial, hence the number of EPR
pairs is linear in n, and the capacity in the scale of O(y/n)
tends to infinity. For v > % the channel is anti-degradable
[60], in which case entanglement generation is impossible,
thus the capacity is zero.

IV. PROOF OUTLINE FOR THEOREM 1
Consider a c-q channel Px_, gw .

Proposition 3. Consider a covert memoryless c-q channel
such that supp(oy) C supp(op), supp(wi) C supp(wg) and
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Fig. 3. Covert entanglement-generation capacity of the excitation channel.
The red marker indicates the transition point at v = 0.5, beyond which the
channel is anti-degradable and entanglement generation is impossible.

7
w1 # wg. Let oy, = % with v, € o(l) Nw (W)

né

Then, for any ¢, € o(l) Nw
Q(ll) € w((logn)*%n*%), ® e w ((logn)~2), ® e
w ((log n)*l), and a c-q covert secrecy code such that, for
n sufficiently large:

(1ogn)’%), there exist

log [IM||£] = (1 = Cu) V1D (01]|00) ,
and
P < ey (13a)
_ " EPYCNN
ID(anHw® )—D( %Hw )|<e Glmind L (13b)
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Proof. We follow similar steps as in the classical work by
Bloch [17]. Assume (1—C,)D (o1||og) > (14(,)D (wr]|wo)-
In this case, covertness without secrecy can be achieved
without a key (see [24, Th. 1]).

Classical codebook generation: Select codewords
c(m,¢) € {0,1}", independently at random, for
(m,0) € M x L, each iid. ~ Bernoulli(,). Reveal
the codebook. We denote € = {c(m, {)}.

Encoder: Given the overall “message” m =
transmit x™ = c(m, {).

Decoder: We use the same decoding map as in [24].

The error and covertness derivations follow the previous
results without secrecy, due to Bullock et al. [24], and are
thus omitted. The main novelty of our analysis is in the
derivation of secrecy, which was not considered in [24]. To
ensure secrecy, we combine the binning and quantum channel
resolvability techniques.

First, we set

log |£] = (14 ¢n)YnvnD (wi]|wo) - (14)

Then, we divide the random code % into | M| bins, 6, for
m € M, each of size |L]|. ¢ serves as the codeword index

(m, £),

within each bin %,,. In order to establish secrecy, we apply
the quantum channel resolvability (see [59, Lemma 9.2] [61]),

}’ l |£|ch<m2) j

lel
< 2\/exp [ﬁnsn + n¢(3n7 an)] +

where the expectation is with respect to the random codebook,
and v,, is the number of distinct eigenvalues of w®” See
details in [55, Sec. S.3]. We show that this Vamshes for
|£] as in (14). Based on standard arguments, there exists a
deterministic codebook that satisfies the desired properties.

This completes the achievability proof outline for covert
secrecy. The converse proof is given in [55, Sec. S.3]. O

E[|of) - wi

ePruy,

£]

15)

V. SUMMARY AND DISCUSSION

We study covert entanglement generation, where the trans-
mission is hidden from the adversary (see Figure 1). Our
approach is fundamentally different from that in Anderson
et al. [45, 46]. First, we consider the combined setting of
covert and secret communication of classical information. We
derive the covert secrecy capacity in Theorem 1, generalizing
Bloch’s classical result [17, Sec. VII-C]. Then, we construct
an entanglement-generation code from the secrecy code. As a
result, our covert entanglement-generation rate in Theorem 2 is
the same as the secret classical information rate. Remarkably,
we establish a single-letter formula for both capacities. Unlike
Anderson et al. [46], our scheme does not require a pre-shared
secret key. Separately, we extend this to continuous-variable
bosonic channels [62].

Several open questions remain. Extending covertness to
arbitrary quantum state transmission is challenging due to
induced non-uniform input distributions, which fall outside
standard covert analyses. A full characterization of resource
trade-offs between secret, public, entanglement, and key rates
also remains open. Additionally, relaxing the isometric channel
assumption (where Willie observes the full environment) may
enable higher covert rates, but requires new analytical tools.
Further directions include regimes where our assumptions do
not hold, such as scenarios with an unfair advantage for
Bob, which may lead to improvements beyond the square-root
law, as well as the covertness of composite protocols (e.g.,
teleportation-based schemes).
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