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Quantum Channel State Masking
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Abstract— Communication over a quantum channel that
depends on a quantum state is considered when the encoder
has channel side information (CSI) and is required to mask
information on the quantum channel state from the decoder. A
full characterization is established for the entanglement-assisted
masking equivocation region with a maximally correlated channel
state, and a regularized formula is given for the quantum
capacity-leakage function without assistance. For Hadamard
channels without assistance, we derive single-letter inner and
outer bounds, which coincide in the standard case of a channel
that does not depend on a state.

Index Terms— Quantum information, Shannon theory, quan-
tum communication, channel capacity, state masking, entangle-
ment assistance, state information.

I. INTRODUCTION

ECURITY and privacy are critical aspects in modern com-

munication systems [1]-[4]. The classical wiretap channel
was first introduced by Wyner [5], [6] to model communication
in the presence of a passive eavesdropper, and further studied
in various scenarios, as in [7]-[15]. On the other hand, Merhav
and Shamai [16] introduced a different communication system
with the privacy requirement of masking. In this setting,
the sender transmits a sequence X" over a memoryless state-
dependent channel py |y 5, where the state sequence S™ has
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a fixed memoryless distribution and is not affected by the
transmission. The transmitter of X" is informed of S™ and
is required to send information to the receiver while limiting
the amount of information that the receiver can learn about S™.
It was shown in [16] that the achievable masking equivocation
region consists of rate-leakage pairs (R, L) such that

(1
)

R<I(U;Y)-I(U;S)
L>1I(S;UY)

for (S,U,X,Y) ~ ps X py|s x px|u,s X Py|x,s>» Where
U is an auxiliary random variable, with cardinality [/ <
|X'||S|. Related settings and extensions are also considered
in [17]-[24].

The field of quantum information is rapidly evolving in both
practice and theory [25]-[32]. As technology approaches the
atomic scale, we seem to be on the verge of the “Quantum
Age” [33], [34]. Dynamics can be modeled by a noisy quantum
channel, describing physical evolutions, density transforma-
tion, discarding of sub-systems, quantum measurements, etc.
[35] [36, Section 4.6]. Quantum information theory is the
natural extension of classical information theory. Neverthe-
less, this generalization reveals astonishing phenomena with
no parallel in classical communication [37]. For example,
two memoryless quantum channels, each with zero quantum
capacity, can have a nonzero quantum capacity when used
together [38]. This property is known as super-activation.

Communication through quantum channels can be sepa-
rated into different categories. For classical communication,
the Holevo-Schumacher-Westmoreland (HSW) Theorem pro-
vides a regularized (“multi-letter””) formula for the capacity
of a quantum channel without assistance [39], [40]. Although
calculation of such a formula is intractable in general, it pro-
vides computable lower bounds, and there are special cases
where the capacity can be computed exactly. The reason for
this difficulty is that the Holevo information is not necessarily
additive [41]. A similar difficulty occurs with transmission of
quantum information. A regularized formula for the quantum
capacity is given in [42]-[45], in terms of the coherent
information. A computable formula is obtained in the special
case where the channel is degradable or less noisy [46].

Another scenario of interest is when Alice and Bob are
provided with entanglement resources [47], [48]. While entan-
glement can be used to produce shared randomness, it is
a much more powerful aid [36], [49]. In particular, super-
dense coding [50] is a well known communication protocol
where two classical bits are transmitted using a single use
of a noiseless qubit channel and a maximally entangled pair.
Thereby, entanglement assistance doubles the transmission rate
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of classical messages over a noiseless qubit channel. The
entanglement-assisted capacity of a noisy quantum channel
was fully characterized by Bennett et al. [51], [52] in terms
of the quantum mutual information. Entanglement resources
are thus instrumental for the performance analysis of quantum
communication systems, as the characterization with entan-
glement assistance provides a computable upper bound for
unassisted communication as well. In the other direction, i.e.
using information measures to understand quantum physics,
the quantum mutual information plays a role in investigating
the entanglement structure of quantum field theories [53]-[56].

The entanglement-assisted capacity theorem can be viewed
as the quantum generalization of Shannon’s classical capacity
theorem [57] (see page 2640 in [52]). Nonetheless, there
are communication settings where entanglement can increase
the capacity of a classical channel, such as the zero-error
capacity problem [58] and the multiple access channel with
entangled encoders [59]. Entanglement assistance also has
striking effects in communication games and their security
applications [59]-[64]. Furthermore, entanglement can assist
the transmission of quantum information. By employing the
teleportation protocol [65], qubits can be sent at half the rate of
classical bits given entanglement resources. Thus, for a given
quantum channel, the entanglement-assisted quantum capac-
ity has half the value of the entanglement-assisted classical
capacity in units of qubits per channel use.

From a practical standpoint, it is also important to deter-
mine the amount of entanglement supply that is con-
sumed in the process of sending information. The tradeoff
between communication and resource rates is considered in
[66]-[71]. Furthermore, the study of such tradeoffs led to
the development of general “father” and “mother” protocols
[72]-[76], which produce achievability schemes for various
settings including those mentioned above. Many of those
protocols can be presented as a consequence of the decou-
pling theorem [77]-[79]. Roughly speaking, the decoupling
approach shows that quantum information can be reliably com-
municated when Bob’s environment is decoupled from Alice’s
purifying reference system. Further work on entanglement-
assisted communication can be found in [80]-[89] and ref-
erences therein.

Boche, Cai, and Notzel [90] addressed the classical-
quantum channel with channel state information (CSI) at the
encoder. The capacity was determined given causal CSI, and
a regularized formula was provided given non-causal CSI [90]
(see also [91], [92]). Warsi and Coon [93] used an information-
spectrum approach to derive multi-letter bounds for a similar
setting, where the side information has a limited rate. The
entanglement-assisted capacity of a quantum channel with
non-causal CSI was determined by Dupuis in [78], [94], and
with causal CSI in [95], [96]. One-shot communication with
CSI is considered in [89] as well. Luo and Devetak [97] con-
sidered channel simulation with source side information (SSI)
at the decoder, and also solved the quantum generalization of
the Wyner-Ziv problem [98]. Quantum data compression with
SSI is also studied in [99]-[105]. Compression with SSI given
entanglement assistance was recently considered by Khanian
and Winter [106]-[108].
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Considering secure communication over the quantum wire-
tap channel, Devetak [45] and Cai et al. [109] established
a regularized characterization of the secrecy capacity with-
out assistance. Connections to the coherent information of a
quantum point to point channel were drawn in [110]. Related
models appear in [111]-[116] as well. The entanglement-
assisted secrecy capacity was determined by Qi et al. [117]
(see also [68], [118]). Boche et al. [14], [119] studied the
quantum wiretap channel with an active jammer. Furthermore,
the capacity-equivocation region was established, characteriz-
ing the tradeoff between secret key consumption and private
classical communication [111], [113] (see also [120] [36,
Section 23.5.3]). In [45], Devetak considered entanglement
generation using a secret-key-assisted quantum channel. The
quantum Gel’fand-Pinsker wiretap channel is considered in
[116] and other related scenarios can be found in [121]-[123].
The quantum broadcast and multiple access channels with
confidential messages were recently considered in [124], [125]
and [126], [127], respectively.

In this paper, we consider a quantum state-dependent chan-
nel Ngar—.p, when the encoder has CSI and is required to
mask information on the quantum channel state from the
decoder. Specifically, Alice maps the state of the quantum
message system M and the CSI systems £} to the state of
the channel input systems A’ in such a manner that limits
the leakage-rate of Bob’s information on C" from B", where
the systems E and C" are entangled with the channel state
systems E™ (see Figure la). Another significant distinction
from the classical case is that the leakage requirement involves
Bob’s share of the entanglement resources, since the decoder
has access to both the output systems and his part of the
entangled pairs (see Figure 1b). In the classical setting, shared
randomness does not need to be included in the leakage
constraint as it cannot help the decoder. On the other hand,
we know that Bob can extract quantum information by per-
forming measurements on his entanglement resources, using
the teleportation protocol for example.

We note that in the quantum information literature, the term
‘masking’ is sometimes used in a different context of an
invertible process that distributes a quantum state to two
receivers such that each receiver cannot gain information on
the original quantum state [128]-[130]. In particular, it was
shown in [128] that a universal unitary masker that satisfies
this property for every input state does not exist. Our setting is
fundamentally different as we consider a system with a fixed
quantum state |¢rg, ¢)®" that is known to all parties and
controls a communication channel with a single output.

Analogously to the classical model, we consider channel
state systems C™ that store undesired quantum information
which leaks to the receiver [16]. This could model a leakage
in the system of secret information, or could stand for another
transmission to another receiver (Charlie), with a product state,
out of our control, and which is not intended to our receiver
(Bob), and is therefore to be concealed from him. Thus,
the goal of the transmitter (Alice) now is to try and mask
this undesired information as much as possible on the one
hand, and to transmit reliable independent information rate
on the other. The systems E{§ can be thought of as part of
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(a) Unassisted coding: The quantum message is stored in M. Alice encodes
the quantum message using her access to the side information systems
E{, which are entangled with the channel state systems E™. To this end,
she applies the encoding map Fj, Ep— A and transmits the systems
A'™ over the channel. Bob receives the channel output systems B™ and
applies the decoding map D
LiB";cm), < L.
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(b) Entanglement-assisted coding: The quantum message is stored in M,
while Alice and Bob’s entanglement resources are in the quantum systems
G4 and G, respectively. Alice encodes the quantum message using G 4
along with her access to the side information systems FEg, which are
entangled with the channel state systems E™. To this end, she applies
the encoding map Fysq , Ep—AmS and transmits the systems A’™ over
the channel. Bob receives the channel output systems B™ and applies the

decoding map D - to B™ and Gp. A leakage rate L is achieved

L B"Gg—M
if ;I(B"GB;C")F, < L.

Fig. 1. Coding for a quantum state-dependent channel Nz 4/_,  given state
information at the encoder and masking from the decoder, with and without
entanglement assistance. The quantum systems of Alice and Bob are marked
in red and blue, respectively. The channel state systems E™ and C™ are
marked in brown.

the environment of both our transmitter and the transmitter
of C", possibly entangled if those transmitters had previous
interaction, while E™ belong to the channel’s environment.
Dupuis’ interpretation [94] for the entanglement between E
and E™ is that Alice shares entanglement with the channel
itself.
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A full characterization is established for the entanglement-
assisted masking equivocation region with maximally cor-
related channel state systems, and a regularized formula is
given for the quantum masking region without assistance.
We also derive a single-letter outer bound on the unassisted
masking region for Hadamard channels, and verify that the
inner and outer bounds coincide in the standard case of
a channel that does not depend on its state. To prove the
direct part, we first determine an achievable masking region
with rate-limited entanglement. Here, we are most interested
in the asymptotic characterization of achievable communica-
tion rates. On the other hand, in previous work, the decou-
pling approach typically produces such characterizations as
a consequence of results for the one-shot setting, where the
blocklength is n = 1 [77]-[79]. Therefore, we derive an
asymptotic version of the decoupling theorem that can be
applied directly, without considering the one-shot counterpart.
While the derivation follows from the one-shot decoupling
theorem using familiar arguments, it provides an analytic tool
that is easier to combine with classical techniques, without a
one-shot proxy. Here, the decoupling approach is used such
that both Bob’s environment and the channel state systems E™
and C" are decoupled from Alice’s purifying reference system.
In order to establish the masking requirement, we approximate
the leakage rate using the decoupled state that results from
the decoupling theorem. The approximation relies on the
Alicki-Fannes-Winter inequality [131], [132], as the decoupled
state is close to the actual output state and its leakage rate
has a simpler bound. This demonstrates how the decoupling
approach is suitable to our needs. Further explanation on the
decoupling nature of our problem is given in Section V.

Our result with entanglement assistance requires the
assumption that the channel state systems F, Ej, and C
are maximally correlated. Analytically, the presence of three
channel state systems poses a difficulty that does not exist in
the classical setting of Merhav and Shamai [16], and this is
where the maximal correlation assumption comes into play.
We note that the maximal correlation assumption holds in the
special case of a classical channel state, yet our setting is more
general. The converse proof without assistance is based on
different considerations from those in the classical converse
proof by Merhav and Shamai [16]. In the classical proof,
the derivation of the bounds on both the communication and
leakage rates begins with Fano’s inequality, followed by argu-
ments that do not hold in our model since conditional quantum
entropies can be negative. Hence, we bound the leakage rate
in a different manner using the coherent information bound
on the communication rate.

II. DEFINITIONS AND RELATED WORK
A. Notation, States, and Information Measures

We use the following notation conventions. Calligraphic
letters X', ), Z, ... are used for finite sets. Lowercase letters
x,y, %, ... represent constants and values of classical random
variables, and uppercase letters X, Y, Z, ... represent classical
random variables. The distribution of a random variable X is
specified by a probability mass function (pmf) px(z) over
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a finite set X. We use 2/ = (x1,22,...,2;) to denote a
sequence of letters from X. A random sequence X" and its
distribution pxn (2™) are defined accordingly.

The state of a quantum system A is given by a density
operator p on the Hilbert space H 4. A density operator is an
Hermitian, positive semidefinite operator, with unit trace, i.e.
pt = p, p =0, and Tr(p) = 1. The state is said to be pure
if p = |¢) (|, for some vector |¢p) € Ha, where (| is the
Hermitian conjugate of |¢). In general, a density operator has
a spectral decomposition of the following form,

p= pz(2):) (]

zEZ

3)

where Z = {1,2,...,|Hal}, pz(%) is a probability distri-
bution over Z, and {|¢.)}.cz forms an orthonormal basis
of the Hilbert space H 4. The density operator can thus be
thought of as an average of pure states. A measurement of
a quantum system is any set of operators {A;} that forms a
positive operator-valued measure (POVM), i.e. the operators
are positive semi-definite and Zj A; = 1, where 1 is the
identity operator (see [36, Definition 4.2.1]). According to the
Born rule, if the system is in state p, then the probability of
the measurement outcome j is given by pa(j) = Tr(A;p).
The trace distance between two density operators p and o is
llp = ally where [|[Fl[, = Tr(VFTF).
Define the quantum entropy of the density operator p as

H(p) £ —Tr[plog(p)] )

which is the same as the Shannon entropy associated with
the eigenvalues of p. We may also consider the state of a
pair of systems A and B on the tensor product H4 ® Hp of
the corresponding Hilbert spaces. Given a bipartite state o4,
define the quantum mutual information as

I(A;B)y = H(oa) + H(op) — H(oaB). 5)

Furthermore, conditional quantum entropy and mutual infor-
mation are defined by H(A|B), = H(oag) — H(op) and
I(A; B|C), = H(A|C)s + H(B|C)s — H(A, B|C),, respec-
tively. The coherent information is then defined as

I(A>B)a = _H(AlB)U (6)

and I(A)B|C), = I(A)BC), = —H(A|BC), accordingly.
A pure bipartite state is called entangled if it cannot be
expressed as the tensor product of two states in 7 4 and Hp.
The maximally entangled state between two systems of dimen-
sion D is deﬁned by |‘1>AB> \ﬁ E o 11)a®|j) B, where

{17)a}25" and {|5) B} 2 are respectlve orthonormal bases.
Note that I(A B)‘q;. Y| = 2. log( ) and I(A> )|q>><q>| =

log(D).

B. Quantum Channel

A quantum channel maps a quantum state at the sender
system to a quantum state at the receiver system. Here, we con-
sider a channel with two inputs, where one of the inputs,
which is referred to as the channel state, is not controlled
by the encoder. Formally, a quantum state-dependent chan-
nel (Npa—p,|¢rE, ¢)) is defined by a linear, completely
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positive, trace preserving map Nga/—.p and a quantum state
|¢EE, ¢). This model can be interpreted as if the channel is
entangled with the systems F, Ey, and C. A quantum channel
has a Kraus representation

=Y NjppaN] @

J

Nea—p(pear)

for all pEA’, and for some set of operators IN; such that
Z N N; = 1. Every quantum channel N4/ g has an iso-
metrlc extension U 4, . px» also called a Stinespring dilation,
such that

Uar—pr(ppar) = Uppal't ®)
Nea—p(ppa) = Trx(UppaUT) )
where the operator U is an isometry, ie. UTU = 1

[133, Section VII]. The system K is often associated with
the decoder’s environment, or with a malicious eavesdrop-
per in the wiretap channel model [45], and the channel
NEA/HK(pEA/) Tra(Upga U') is called the complemen-
tary channel for Nga:_. 5.

We assume that both the channel state systems and the
quantum channel have a product form. That is, the joint state
of the systems E" = (Ey,...,E,), By = (Eo1,...,Eon)
and C" = (C1,...,Cy) is |¢EE, ¢)®", and if the systems
A = (A},..., A]) are sent through n channel uses, then
the input state pg» 4~ undergoes the tensor product mapping
Npgnam_pn = Ng4, 5. Given CSI, the transmitter has
access to the systems E{, which are entangled with the
channel state systems E™. We will further consider a secrecy
requirement that limits the information that the receiver can
obtain on C™. The sender and the receiver are often referred
to as Alice and Bob.

Remark 1: Our results apply to the case where E, Fy, and
C are in a mixed state as well. Specifically, given a mixed
state ¥g g, ¢, there exists a purification |¢rgg, ), such that
the reduced density operator for this purification is g, c.
Hence, we can redefine the channel as follows. First, replace
the channel state system E by E = (T, E), and then consider
the quantum state-dependent channel N: A pg» Where

~A7TEA’—>B(pTEA’) = Nga—s(Trr(prear)). (10)

C. Less Noisy, Degradable, and Hadamard Channels

In the unassisted setting, we will also be interested in the
following special cases.

1) Less Noisy Output: First, we define the class of state-
dependent channels with a less noisy output.

Definition 1: A quantum state-dependent channel
(NeA'— B, |®EE,c)) is said to have a less noisy output
if there exists an isometric extension U4, . 5y such that for
every paa gc With ppc = ¢gc,

H(A|B), < H(A|KC), (1n

where paprc = UNa . pr(papac).
The definition for a channel with a less noisy output can be
equivalently stated as

I(A;B), > I(A; KC), (12)
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or

1(A)B), = I(A)K|C), (13)

for all paargc with ppc = ¢pc. Intuitively, the channel
output is less noisy than its environment. Specifically, if we
could use U4 . 5y as a broadcast channel, with Receiver
B and Receiver K, then (13) would imply that quantum
information can be reliably sent to Receiver B at a higher
rate than it can be sent to Receiver K, even if Receiver K
has complete knowledge of C", i.e. Receiver K has C" as
CSI. For a quantum channel P4/ 5 that does have a state,
the definition above coincides with the standard definition of
a less noisy broadcast channel [134, Section II.C].

A stronger requirement is that of a degradable channel [46],
[134].

Definition 2: A quantum state-dependent channel
(Nga'—p,|¢eE,c)) is said to be degradable if there
exists an isometric extension Up, . Bc, K such that the
complementary channel N EA'—C, K 18 a concatenation of the
main channel Nga/_,p and a degrading channel Dp_,¢, k,
ie.

-&\[EA/HCH xk =Dp_c,k ©oNga B (14)
and for every paapc with ppc = o,
PABKC, = PABKC (15)

where papc, ko = US/A/HBCI x(pagarc).

Based on the data processing theorem, the conditions of
the definition above imply that I(A4; B), > I(A; KCy), =
I(A; KC),. Thereby, if a channel is degradable, then it has
a less noisy output. Similarly, the intuition is that the state of
the decoder’s environment is a noisy version of the channel
output state.

2) Hadamard Channels: Next, we consider the special case
of Hadamard channels, which are defined as channels with an
entanglement-breaking complementary [135]. Here, we will
use the following definition. Consider an isometric channel

Vea—cks(ppar) = Vppa V1 (16)

with
V= Z ¢y k) (CEarl © [¥5) (17)

reX

for some pure states |[n¢, ), [(Ea/), and [1%), such that
Yoo lCEAN(CEa/l = L1gar, where {|[¢%)}sex is an ortho-
normal basis for the output Hilbert space Hp. Given a state
paA Ec at the input, the output state is then

pacikBCc = VeA—o kB(pPAEAC)- (18)
The definition of a Hadamard channel is given below.
Definition 3: A Hadamard state-dependent channel
(NH, 5, |6EE, ¢)) is a channel of the form
Nia_pppar) =Tre,x (V(ppa)VT) (19)

with the isometry V as in (17), and such that for every input
state paa'pc With ppc = ¢pc, the output state satisfies

PAKBC, = PAKBC (20)
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where pac, kpe = VpapacVT.

It can be shown that the definition of a Hadamard chan-
nel above coincides with the definition of a channel whose
complementary is entanglement breaking (see detailed proof
in [136, Section I1.C.2]). R

Observe that the complementary channel N, ., can
be simulated as follows. First, Bob performs a projective
measurement on the channel output B in the basis {|Y%) }zex-
Then, given the measurement outcome z*, the state |ng1 ))
is prepared. It follows that a Hadamard channel is degradable,
and thus has a less noisy output.

D. Coding

We define a secrecy code to transmit quantum information
given entanglement resources. We denote Alice and Bob’s
entangled systems by G4 and Gp, respectively. With non-
causal CSI, Alice has acess to the systems FE[', which are
entangled with the channel state sequence E".

Definition 4: A (279, 2" n) quantum masking code with
rate-limited entanglement assistance and CSI at the encoder
consists of the following: A quantum message state pas7,
where M is a system of dimension |Hy/| = 2" and T is
a reference system, a pure entangled state Vg, ¢, where
Haul = [Hay| = 27, an encoding channel Fys¢ , mp—arm,
and a decoding channel Dy, Gy NI We denote the code by
(F,¥,D).

The communication scheme is depicted in Figure 1b. The
sender Alice has the systems M, G4, E{}, and A, and the
receiver Bob has the systems B", G g, and M. Alice encodes
the quantum state of the message system M using her share of
the entangled resources GG 4 and her access to the systems Ej
which are entangled with the channel state systems. To this
end, she applies the encoding map Fusq, Ep—Am, which
results in the input state

PCREN AMTG g = fEaLMGA_,A/n (¢%%Eo & pymT Q \IIGAGB)
(21

and transmits the systems A over n channel uses of
NEga_ p. Hence, the output state is

PC"B"TGB = NEnA/n*,Bn (PC"E"A’"TGB ) (22)

Bob receives the channel output and applies the decoding
map Dy, 5y to the output systems B™ and to his share

of the entangled resources GG, such that the state of M is an
estimate of the original state of the message system M. The
estimation error is given by

1
"™ (F, 0, D, pur) = 5 HPMT - DBnGEHM(PBnGBT)H1
(23)

where pprg,r = Tron(ponpnGpr). The masking leakage
rate of the code (F, ¥, D) is defined as

1
("(F, 0, D, pur) £ EI(Cn;BnGB)p (24)

A (279 27Fc pn ¢ [) quantum masking code satisfies
e"(F, U, D, pyr) < € and L) (F, U, D, ppyr) < L for
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all pprr. A triplet (@, L, R.), where Q, L, R, > 0, is called
achievable if for every €, > 0 and sufficiently large n, there
exists a (2%, 2"Re n e L + §) quantum masking code.

Next, we define the masking equivocation region with and
without entanglement assistance. A rate-leakage pair (Q, L) is
called achievable with entanglement assistance if (Q, L, R.)
is achievable for some R. > 0. The entanglement-assisted
masking region RE'(NV) is defined as the set of achievable pairs
(Q, L) with entanglement assistance and CSI at the encoder.
Alternatively, one may fix the leakage rate and consider
the optimal transmission rate. The quantum capacity-leakage
function C& (N, L) is defined as the supremum of achievable
rates () for a given leakage L. Note that C?j‘(]\/' ,00) reduces to
the standard definition of the entanglement-assisted capacity,
without a masking requirement.

Furthermore, a rate-leakage pair (@, L) is called achievable
without assistance if (Q, L, R. = 0) is achievable. The mask-
ing region Ro(N) and quantum capacity-leakage function
Co(WNV, L) without assistance are defined in a similar manner.

One may also consider the transmission of classical infor-
mation, where the message system is limited to states |m)
for m = 1,2,...,2"% In this case, we denote the classical
masking regions and capacity-leakage functions by R (N),
Reci(N) and C&(N, L), Cai(N, L), respectively.

Note that Cq(N, L) and CF(N, L) have the units of
qubits per channel use, whereas the units of C¢y(N, L) and

(N, L) are classical bits per channel use.

Remark 2: Notice that with entanglement assistance,
the leakage rate (24) includes Bob’s share G 5 of the entangle-
ment resources, since the decoder has access to both B™ and
G p. This is another significant distinction from the classical
case. In the classical setting, the leakage constraint does not
need to include shared randomness, as it cannot help the
decoder. On the other hand, in our quantum model, we know
that Bob can extract quantum information by performing
measurements on Gp, using the teleportation protocol for
example.

Remark 3: Observe that if L > 2- H(C')4, then the mask-
ing requirement trivially holds because I(C™; B"Gpg), <
2H(C™), = 2nH(C)4. That is, if L > 2H(C)e, then
CoW,L) = Cqo(WN,c0), and similarly for Cq (N, L),
CH(N, L), and CHN, L).

Remark 4: Note that quantum state-dependent channels
have in general a complicated behavior with respect to
quantum information transmission and we cannot necessarily
expect that the region of achievable rate-leakage pairs (Q, L)
without entanglement assistance is equal to the limit of achiev-
able rate-leakage pairs for R, — 0 [137].

E. Related Work

We briefly review known results for the case where there
is no masking requirement. First, consider a quantum channel
which is not affected by a channel state, i.e. Nga . g(pra) =
Par—(Tre(prar))

Theorem 1 (see [51], [52]): The entanglement-assisted
quantum capacity of a quantum channel P4/_, g that does not
depend on a channel state, without a masking requirement,
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is given by

1
CG(P,00) = max ~I(A;B),

25
[paar) 2 (@)

with pap = Par—B(|¢paar)(daar|), where A is an auxiliary
system of dimension [H 4| < [Ha|.

Without assistance, a single letter characterization is an open
problem for a general quantum channel. Yet, a regularized
formula for the quantum capacity was given in [42]-[45],
in terms of the coherent information. Although calculation
of such a formula is intractable in general, it provides a
computable lower bound, and there are special cases where
the capacity can be computed exactly [46]. Define

Cq(P,00) = max I(A)B),
[éaar)
with pap = Par—p(|¢paar)(paar]) and [Ha| < [Ha|.
Theorem 2 (see [42]-[46]): The quantum capacity of a
quantum channel P4/_,p that does not depend on a channel
state, without assistance and without a masking requirement,
is given by

(26)

1
Co(P,00) = lim —Co(P®*, 00). (27)
Furthermore, if P4/ p has a less noisy output, then
(CQ(P, OO) = CQ(P, OO) (28)

A multi-letter characterization as in (27) is often referred
to as a regularized formula. We note that in some cases,
the entanglement-assisted capacity can be significantly higher
than the capacity without assistance. For example, the
entanglement-assisted quantum capacity of a qubit erasure
channel P4/, g(p) = (1—¢)p+ele)(e|, where the erasure state
le) is orthogonal to the qubit space, is Cg(P,o0) = 1 —e.
On the other hand, without assistance, the quantum capacity
is Cq(P,00) =1—2¢for 0 < e < 1, and Cq(P, o0) = 0 for
e > 1 [138].

Remark 5: Theorem 1 is an interesting example for a
general phenomenon in quantum information theory. As was
pointed out in [139], using entanglement resources has two
benefits:

1) Entanglement-assisted protocols can accomplish a perfor-
mance increase compared to unassisted protocols.

2) Introducing entanglement resources transforms the capacity
evaluation from an uncomputable task to an optimization
that can be easily performed (numerically).

Remark 6: Among other important aspects for the design
and development of communication systems, it is crucial
to evaluate the current performance, how close it is to the
optimum, and whether it is worth to invest in further devel-
opment of a particular technology [140], [141]. For those
purposes, given an estimate of the channel parameters, it can
be useful to calculate the capacity as a number, and the
general formula may be less interesting for such purposes.
At the time of writing, a realization of a full-scale quantum
communication system that approaches the Shannon-theoretic
limits does not exist, and we can only hope that future systems
of quantum communication will reach the level of maturity
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of classical commercial systems today, which already employ
sophisticated error correction codes with near-Shannon limit
performance [142], [143].

Remark 7: As Ahlswede remarked in [144], for the purpose
of computing the capacity, a regularized characterization as
in Theorem 2 is not necessarily a problem. Given a spe-
cific quantum channel, e.g. an optical fiber channel with
specific parameters, a practitioner is usually interested in
computing the channel capacity as a number (see previous
remark). Following Ahlswede’s argument in [144], given a
fixed channel Pa_p, if the sequence {1Cq(P", 00)}n>1
has a sufficiently high convergence rate, say exponentially fast,
then the quantum capacity can be approximated numerically
up to any desired precision.

Whereas, from a theoretical perspective, a single-letter for-
mula usually offers a lot more insight. We will come back to
this in Section V.

Next, we move to Dupuis’ result on a quantum state-
dependent channel Nz 4:_. p with entanglement assistance and
CSI at the encoder. Denote the reduced density matrix of the
channel state system by ¢ £ Trg, ¢(drE, C)-

Theorem 3 (see [78], [94]): The entanglement-assisted
quantum capacity of a quantum channel (Nga'— 5, ¢Eg,)
with CSI at the encoder and without a masking requirement,
is given by

CHW,00) = SU(4 B), — 145 ),)

sup (29)

PAEA’ I PE=0E

with pap = Nga—B(pagar).

III. INFORMATION THEORETIC TOOLS

In this section, we present tools that will be useful in the
analysis. We begin with the decoupling theorem. We establish
an i.i.d. version of the decoupling theorem, so that we will not
have to worry about the one-shot setting in the achievability
proof for our capacity theorems.

We use the following definitions. An operator V4_,p that
has 0-1 singular values is called a partial isometry. For
every pair of Hilbert spaces H4 and Hp with orthonormal
bases {|ia)} and {|jp)}, respectively, define the operator

0PA~B(|¢AB>) by

opa—p(lia) @ |in)) = lip){ial. (30)

While the operation above depends on the choice of bases,
we will not specify those since it is not important for our
purposes. To generalize this definition to any state |Yap),
consider its decomposition |ap) = >, ;aijlia) ® |jp),
and define op, . 5(|[YaB)) = >_; ; aijopa_p(lia) @ [jB)).
Before presenting the decoupling theorem, we give the fol-
lowing useful properties of op,4_, 5(|1)aB)), as stated in [79].

Lemma 4 ( [79, Lemma 2.7]): For every pure states [1)45)
and |9AC>»

ops_p([Yap)) - [0ac) =ops_c(0ac)) - [Yap). (B1)
Lemma 5 ( [79, Lemma 2.8]): For every pure state [{ap),

VIHalops_g([YaB)) - |[®aar) = [tarB). (32)
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We give our i.i.d. version of the decoupling theorem below.
Theorem 6 (The i.i.d. Decoupling Theorem): Let |wapk)
be a pure state, and S, R, G1, G2 be quantum systems at state

losrGGs) = [¥sr) ® PG, 6,) (33)

in the product Hilbert space H?Q ® HgQ. Let Wsg,—an be
a full-rank partial isometry, and denote

|0’AnRG2> = WSG1—>A" |USRG1GZ> (34)
Define the quantum channel 74,k by
TAHK(PA) = |HA|TI'B [OpA*}BK(|WABK>)(pA)] . (35)
Then,
/ dU an ’TfﬁK(UAnUAnR) —WwKk ® UR||1 <
Uan
Hs|
2-nH(A|K)u+ne(n)  (36)
\/|HG|

and

/ dU an
Uan

where the integral is over the Haar measure on all unitaries
Uan, and €(n) tends to zero as n — oc.

The proof of Theorem 6 is given in Appendix A, based on
the one-shot decoupling theorem along with arguments from
[79]. Intuitively, the theorem above shows that by choosing a
unitary U4~ uniformly at random, we can decouple between
K and R provided that the dimensions satisfy

T (Uanoanra,) — wi @ ORa, ||, <

\/|HS||HG|2*”H(AIK)w+ne(n) 37)

1. |Hg]
—log —— < H(A|K), —e(n). 38
LloB 12 < HAIK). ~e(n). (8)
Similarly, K and (R, G2) can be decoupled if
1
—log([Hsl|Hel) < H(A|K)w —e(n). (39)

Uhlmann’s theorem [145] is often used along the decoupling
approach to establish the existence of proper encoding and
decoding operations.

Theorem 7 (Uhlmann’s Theorem [145] [79, Corollary 3.2]):
For every pair of pure states |[4p) and |@ac) that satisfy
[ha — 64|, < e, there exists an isometry Fp_,c such that
[(1® Fp—c)bap —bacll; < 2Ve

Remark 8: We give a rough explanation, in the spirit of
[36, Section 24.10], to demonstrate how decoupling can be
useful in an achievability proof for quantum communication.
Consider a quantum channel P4/, p that does not depend on
a channel state, without entanglement assistance. Let |¥ /)
be a purification of the message state p,s, where R is Alice’s
reference system. Suppose that |oppn =y, ) is a purification
of the joint state of Alice’s reference system R, the channel
output B™, and Bob’s environment K", with a purifying
system J;. Observe that if the reduced state orgnj, 1is
a product state, i.e. orgny, = Yr @ Exny,, then it has
a purification of the form |VUpr) ® |Exny, 4,). Since all
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purifications are related by isometries [36, Theorem 5.1.1],
there exists an isometry Dpn_,prj, such that |Upp) ®
|€kngy gy) = Dpnnmg,|0RBr K™ g, ). Tracing out R, K™, Jy,
and Jo, it follows that there exists a decoding map Dpn_, s
that recovers the message state, i.e. pps = Dpn_n(ppn).
Therefore, in order to show that there exists a reliable coding
scheme, it is sufficient to encode in such a manner that
approximately decouples between Alice’s reference system
and Bob’s environment, i.e., such that crxn 7, = Yr@EKn 1, .

Remark 9: For our purposes, i.e. deriving an asymptotic
characterization, the precise value of £(n), and the scale at
which it tends to zero as n — oo, are insignificant. In our
achievability proof, our ultimate goal is to show that the
probability of error tends to zero given that the communication
and leakage rates () and L are bounded appropriately. Taking
the logarithm of the dimensions and dividing by n, we obtain
bounds of the form @ < I +&(n) and L > X\ — e(n),
where e(n) tends to zero in some scale, and this is sufficient.
Nonetheless, in general, the scale is important in the study
of optimal error exponents and the finite blocklength regime
(see e.g. [146]), which is outside the scope of the present
work. Studying the behavior of £(n) in the decoupling lemma
above is not likely to yield the optimal error exponents, and
this is why we do not bother to do so. As can be seen in
[146] and in many others works on this topic, the analysis of
error exponents and reliability functions requires very different
tools from those of the asymptotic Shannon theory. In basic
point-to-point classical models, the approach based on the
theory of error exponents may be regarded as superior to
the asymptotic methods, in the sense that it can determine
both the finite-blocklength behavior of an optimal code and
the asymptotic capacity, all at once [147]. However, in more
advanced settings, the analysis of error exponents often leads
to bounds, while the capacity can be determined precisely
using other tools, such as the ones that we have chosen here.

IV. MAIN RESULTS

We state our results on the quantum state-dependent channel
NEa . p with masking.

A. Rate-Limited Entanglement Assistance

First, we consider communication with rate-limited entan-
glement assistance. We give an achievability result which
will be used in the sequel to prove the direct part for the
quantum masking region, both with and without entanglement
assistance.

Theorem 8: Let (Nga'— B, |¢EE, ¢)) be a quantum state-
dependent channel. Let ppa ac be any mixed state with
pEc = ¢rc. Then, any rate point (Q, L, R.) such that

Q+ R. < H(A|EC), (40)
Q- R. < I(A)B), (A1)
L >I(C;AB), (42)

is achievable for transmission with rate-limited entanglement
assistance and CSI at the encoder, where the auxiliary system
A is arbitrary, with papc = Nga—p(pagac). That is,
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for every €, > 0 and sufficiently large n, there exists a
(2n@ 2nRe n ¢ [+ §) quantum masking code with CSI EF
at the encoder, and such that C™ is masked from the decoder.

The proof of Theorem 8 is given in Appendix B. The
theorem above provides an achievability result that takes into
account the tradeoff between communication and resource
rates. As a byproduct, the coding scheme executes state
merging [74], as Alice effectively sends her share G4 to
Bob. Namely, as can be seen in Appendix B, we begin the
protocol with an entangled state ¥, ,,, where Alice has the
system GG 4 and Bob has GGp; and when the protocol has been
completed, Bob ends up with the systems G’; and G’ at state

P~ \PG%GSB .

B. Entanglement-Assisted Masking Region

Next, we consider entanglement-assisted masking, where
Alice and Bob have unlimited entanglement resources. In this
section, we assume that the channel state systems are in
maximally correlated state

ppEC = Y d(5)]s)(s|E @ |5)(slE, ® [5)(s]c
sES

(43)

where ¢(s) is a probability distribution, and {|s)g}, {|s)&, }
{|s)c} each form an orthonormal basis of the respective
Hilbert space. Notice that the state above is separable and
not entangled. We note that in general, one can always apply
the spectral theorem to an individual system and obtain a
decomposition of the form v = > q(s)|s)(s| g, and similarly
for g, and ¢c. Yet, the assumption in (43) implies that
E, Ey, and C have the same spectrum. In addition, if Alice
performs a projective measurement on the CSI systems in
the basis {|s)g, }scs, then the problem reduces to that of a
quantum channel that depends on a classical random variable
S ~ q(s). Hence, this assumption holds in the special case
of a classical channel state. However, in our setting, Alice
may perform any quantum operation on the CSI systems E.
Thus, given the restriction (43), the setting is less general
than our original model, and yet it is more general than
that of a classical channel state. The masking problem given
entanglement assistance for a general quantum state Yrg, c
remains open.

We determine the entanglement-assisted masking region
and capacity-leakage function, for the transmission of either
quantum information or classical information. Define

RGW) = U
PEA’AC - PEC=YEC
{ (Q,L): 0<Q <3[I(A;B), - I(AEC),]
L >1I(C;AB),

} (44)

and

aWw) = U
PEA’AC ' PEC=YEC

{ (R,L) : 0<R <I(A;B),—-I(AEC),
L >I(C;AB),

} (45)

with PABC = NEA’eB(pAEA’C)'
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Theorem 9: Let (Nga'—pB, ¢ER, ¢) be a quantum state-
dependent channel with CSI at the encoder, with maxi-
mally correlated channel state systems, as in (43). Then,
the entanglement-assisted quantum masking region and clas-
sical masking region are given by

RE(N) = RE(N) (46)

and

REWN) = REW) (47)

respectively.

The proof of Theorem 9 is given in Appendix C. The direct
part is based on Theorem 8. As can be seen in Appendix C,
the entanglement-assisted capacity can be achieved if the
entanglement rate is higher than 11(A4)B), — $H(A|EC),,.
The converse proof requires more attention. As we have three
channel state systems, namely, £, E™, and C", we need
to choose the auxiliary system A such that both the com-
munication and leakage rate constraints are met. Thereby,
the assumption in (43) is only required for the converse proof.

Equivalently, we can characterize the capacity-leakage func-
tion with entanglement assistance. The following corollary is
an immediate consequence of Theorem 9.

Corollary 10: Given (Nga'—p, ¥EE, ¢) as in Theorem 9,
the entanglement-assisted quantum capacity-leakage function
and classical capacity-leakage function are given by

1
CoW,L) = sup SU(A;B)p = I(4; EC),)
pPaparc: 1(C3AB),<L
pEC=¢EC
(43)
and
AW, L) = sup [1(A; B), — I(A; EC),)
paparc: [(C;AB),<L
pEC=¢EC

(49)

respectively, with papc = Npa—p(papac).

Remark 10: Tt was mentioned in Remark 5, point 2), that in
various settings entanglement assistance leads to a characteri-
zation that is easy to compute. Unfortunately, this goal was not
accomplished in the present work nor in the previous results
by Dupuis [94]. Clearly, the characterization of the masking
region and the capacity-leakage function has a single-letter
form with respect to the channel dependency. However, there
is no upper bound on the necessary dimension of the auxiliary
system A in Theorems 3, 8, and 9, and in Corollary 10. If
we could restrict the optimization to pure states |[Ygarac),
then we would argue that the dimension of A need not be
larger than the Schmidt rank of [¢)ga’ac), hence optimizing
over a Hilbert space of dimension |Ha| = |Ha/||HEe||Hc]
is sufficient. Note that one can always compute achievable
rates by choosing an arbitrary dimension, but the optimal rates
cannot be computed with absolute precision in general. Yet,
in analogy to Remark 7, for a fixed channel N/ _, g, state
YEE, ¢, and leakage rate L, the values of (48) and (49)
can be approximated if there exists a computable function
to upper bound the dimension of the auxiliary system in the
optimization problem as a function of the required precision.
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C. Unassisted Masking Region

In this section, we consider masking without assistance.
We establish a regularized formula for the quantum masking
region and capacity-leakage function for the transmission of
quantum information. For the class of Hadamard channels,
we obtain single-letter inner and outer bounds, which coincide
in the standard case of a channel that does not depend on the
state. Define

Roin(N) = U

PEA'AC I PEC=¢EC

{ (@, L) : 0<Q <min{I(A)B),, H(A|EC),}

L >1I(C;AB),

(50)
with papc = Nga—pB(pagpac). Furthermore, given an
isometric extension U, . 5y, define

RQ,out(uN) = U
PEA’AC I PEC=¢EC
L >I(C;AB),

with papxc = UE\/A/_,BK(PAEA'C) Recall that we have
defined the class of Hadamard channels in Subsection II-C.2,
in terms of an isometric extension Vi, _, pe, g of a particular
form (see Definition 3). Our main result on channel state
masking without assistance is given below.

Theorem 11: Let (Nga -5, |¢0EE, ¢)) be a quantum state-
dependent channel with CSI at the encoder. Then,

1) the quantum masking region is given by
!
RoW) = | | =Rain(N®"). 52
o) ,Hk Qin(N*") (52)

2) For a Hadamard channel N, 5, the quantum masking
region is bounded by

RoinNVT) C RoVT) € Roou(VH). (53)

The proof of Theorem 11 is given in Appendix D. Our
converse proof is based on different arguments from those
in the classical converse proof by Merhav and Shamai [16].
In the classical proof, the derivation of the bounds on both
communication rate () and leakage rate L begins with Fano’s
inequality. Here, on the other hand, entangled states may have
a negative conditional entropy; hence the leakage bound is
derived in a different manner, using the coherent information
bound on the rate. The direct part is a consequence of our
previous result on masking with rate-limited entanglement
assistance (see Theorem 8). We derive a single-letter outer
bound for Hadamard channels using the special properties of
those channels. To bound the communication rate (), we only
need to use the fact that Hadamard channels are degradable.
As for the bound on the leakage rate L, here we observe
that for Hadamard channels, there exists a channel from the
output B to BC4 K, i.e. the channel output combined with the
decoder’s environment.

Remark 11: Observe that for a pure input state ppa/ac =
[YEarac)(¥Ea ac], the extended output systems A, B, C, K
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are in a pure state as well, which in turn implies that

H(A|ICK), = H(ACK), — H(CK),

= H(B), — H(AB), = I(A)B),  (54)

where K is part of the output of the isometric extension

V. Bc, i (see Definition 3). It follows that the quantum
masking region is bounded by

0<@
{ ;

Ro(W) 2 7sz ) 2

< I(A)B), }
> I1(C; AB),

[YEarac): d)Ec PEC

(55)

with papc = Npa—p([Yapac)(Wapac|). In the trivial
case of a quantum channel P4/_, g that does not depend on a
state, the masking region can be achieved with pure product
states |Ypcaa) = |ppc) @ [0aar), hence the inner bound
and the outer bound coincide, i.e.

Roin(P) = RoouU”) =
‘GAA’> o

Then, if P4/ p is a Hadamard channel, the quantum masking
region is Rg(P) = Roin(P) = RoouU”).
As an immediate consequence of Theorem 11, we obtain the
following characterization of the capacity-leakage function.
Corollary 12: Let (Nga'—p,|¢EE, ¢)) be a quantum
state-dependent channel with CSI at the encoder.

1) The quantum capacity-leakage function is given by

1
Co(N, L) = lim P sup
heo pEkA/kAka:pEka:¢%é‘
L>11(C*;AFBY),
min{1(A*)B"),, H(A*|E*C*),} (57)

Wlth pAkBkck = Ngj’_)B(pAkEkA’ka)'
2) For a Hadamard channel NV}, ;. the quantum masking
region is bounded by

CorW™) >

s min{I(4)B),, H(AEC),} (58)
PEA’AC * PEC=PEC

L>I1(C;AB),
and
CoLW™) < sup H(AICK), (59)
PEA’AC P PEC=PEC
L>I(C;AB),

with papc, kKo = Via_pe, k(papac).
The computational issues that were raised in Remarks 7
and 10 apply to the results in Theorem 11 and Corollary 12

as well.
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D. Example: State-Dependent Dephasing Channel

To illustrate our results, we consider a quantum dephasing
channel that depends on a classical state and compute achiev-
able rate-leakage regions. Consider a pair of qubit dephasing
channels

P s(p) =

where Z is the phase-flip Pauli matrix, and ¢¢,e; are given
parameters, with 0 < ¢4 < 1 for s € {0,1}. Suppose the
channel state systems FE, C, and Ej contain a copy of a
classical random bit S ~ Bernoulli(g), with 0 < ¢ < %
Then, the qubit state-dependent channel N4/ p is defined
such that given an input state

(1—es)p+esZpZ, s=0,1 (60)

ppa = (1 )00z ® oo +a) Az ®or  (6D)

the output state is

(1 —)PY 5(00) + PS5 (o0).
(62)

Nea—p(ppar) =

Observe that the dephasing channel can also be viewed as
a controlled phase-flip gate that is controlled by a classical
random bit. In particular, the state-dependent channel above is
“controlled” by a random variable W such that given S = s,

W ~ Bernoulli(ey). (63)

Consider the transmission of classical information while
masking the channel state sequence from the receiver. In the
special case of g = 0 and €1 = 1, we have Wg = S. That is,
the channel acts as a controlled-Z gate where the channel state
system E (or S) is the controlling qubit. The entanglement-
assisted masking region in this case is

ca R,L): 0<R <2
ma = J {0 05E SR
0<A<1 =

(64)
To understand why, observe that given CSI at the encoder,
Alice can first perform the controlled phase-flip operation
on her entangled qubit, and then use the super-dense coding
protocol. Doing so, she effectively eliminates the phase flip
operation of the channel. Subsequently, Bob receives the
information perfectly, at rate of 2 classical bits per channel
use, regardless of the values of S™. Hence, there is no leakage.
Now, let g < % < g1, and define

(65)
(66)

g=(1—q)eo + qe1

E€=(1-q)eo+q(l—e1).
Without CSI, the channel can be reduced to a standard
dephasing channel that does not depend on a state, with the
average phase-flip parameter &.

First, we use Theorem 9 to show that the entanglement-
assisted masking region is bounded by

REWN) 2 Ro =

(R,L) : 0< R<2—ha(A*¢)
{ LZhQ()\*&) (1—q)h2()\*50)—qh2()\*61) }

(67)
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where ho(z) = —xlogy, * — (1 — x)logy(1 — x) is the
binary entropy function, and a xb = (1 — a)b + a(1 — b).
To show achievability of the region above, suppose that Alice
performs phase-flip operation controlled by a random variable
Y ~ Bernoulli(\) which is statistically independent of S. That
is, ppara = O ® para, with

pA/A:[(1—/\)@,414/+)\(1®Z)(I)AA/(1®Z)]. (68)

Then, Bob receives the output of a phase-flip gate that is
controlled by (Ws+Y) mod 2, which is distributed accord-
ing to Bernoulli(\ * £) (see (65)). Thus, for the output state
psBa = Nga—p(pspara), we have

I(A;B), —I(A;S), =1(A;B),
— H(A), + H(B), — H(AB), =1+ 1 — hy(A%2) (69)

and

I(S;AB), = H(AB), — H(AB|S),

= hg()\*é) — [(1—q)hg(/\*€o)+qh2(/\*61)]. (70)

We note that as Alice’s input is in a product state with the
channel state system F, this rate-leakage region can also be
achieved without CSI.

Next, we derive achievability of the following region,

R?:%(N) DR = U

0<A<y
{(R,L):0§R§2—h2(>\*é) }
LZ hg(}wké)— (1—q)h2(>\*60)—qh2(>\*61)

(71)

Therefore, higher communication rates can be achieved with
CSI at the encoder at the expense of leaking information on
the channel state sequence to the receiver. To obtain the region
above from Theorem 9, suppose that Alice performs phase-
flip operation controlled by the random variable S + Y, with
addition modulo 2, where Y ~ Bernoulli(\) is statistically
independent of S. Precisely,

pEAA = (1 —q)[0){0] @ [(1 — A\)Paar
+A1® Z)Pan(1® Z)]
+g )@ [(1-N1® Z)Paa(1® Z)

—+ )\@AA/]. (72)

Then, Bob receives the output of a phase-flip gate that is
controlled by (Ws+ S +Y"), which is distributed according to
Bernoulli(A*£) (see (66)). Hence, achievability for the region
R; follows in a similar manner as for Ry.

Similarly, without entanglement assistance, the quantum
masking region is bounded by

RoN) 2 |
0<A<d
(Q,L) : 0<Q<1—ha(Ax€)
{ LZ hg()\*é)—(l—q)hg()\*&))—qhg()\*€1) }

(73)
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V. SUMMARY AND CONCLUDING REMARKS

In this section, we summarize our results and compare
between the techniques in our work and in previous work. We
consider a quantum channel N4/ p that depends on quan-
tum state |¢g g, ), when the encoder has the CSI systems E{}
and is required to mask the channel state systems C™ from
the decoder. First, we established an achievability result for
a setting where Alice and Bob share entanglement resources
at a limited rate R.. That is, before communication begins,
Alice and Bob are provided with 2"f*-dimension systems G 4
and Gp, respectively, in an entangled state V¢, ¢, of their
choosing.

A significant distinction from the classical case is that the
leakage requirement

1

EI(B”GB;C’”),) <L (74)
includes Bob’s entangled share Gp, since the decoder has
access to both the output systems and his part of the entangled
pairs. In the classical setting, shared randomness does not need
to be included in the leakage constraint as it cannot help the
decoder. On the other hand, we know that Bob can extract
quantum information by performing measurements on Gp,
using the teleportation protocol for example.

Given a small leakage constraint I, — 0, we must ensure
that Bob’s systems B"Gp are decoupled from the channel
state systems C™. In this sense, masking can be viewed as
a decoupling problem, and thus it seems natural to solve the
problem using the decoupling approach. Here, we are most
interested in the asymptotic characterization of achievable
communication rates. Therefore, we have derived an asymp-
totic version of the decoupling theorem that can be applied
directly, without considering the one-shot counterpart. While
the derivation of our i.i.d. decoupling theorem, Theorem 6,
follows from the one-shot decoupling theorem using familiar
arguments, it provides an analytic tool that is easier to combine
with classical techniques, without a one-shot proxy.

We presented an achievability result for channel state mask-
ing with rate-limited entanglement assistance in Theorem 8,
taking into account the tradeoff between the entanglement
and communication resources. The proof of our achievability
theorem is based on the i.i.d. decoupling theorem along with
Uhlmann’s theorem [145]. To establish the masking require-
ment, we approximate the leakage rate using the decoupled
output state that results from the decoupling theorem, and
which approximates the actual output state. This approxima-
tion relies on the Alicki-Fannes-Winter inequality [131], [132],
as the decoupled state is close to the actual output state and
its leakage rate has a simpler bound.

We determined the entanglement-assisted masking equivo-
cation region and the capacity-leakage function in Theorem 9
and Corollary 10, respectively, under the assumption that the
channel state systems F, Fy, and C' are maximally correlated,
ie.

prEc = Y a(s)ls)(slp @ s)(slm, @ [s)(slc (75)
seS
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where ¢(s) is a probability distribution and the vectors form
an orthonormal basis for each of the corresponding Hilbert
spaces. Analytically, the presence of three channel state sys-
tems poses a difficulty in choosing the auxiliary system A that
would satisfy both communication and leakage rate bounds.
This difficulty does not exist in the classical setting of Merhav
and Shamai [16], since in the classical setting, C, E, and Fj
are simply copies of the same random variable. The direct
part follows from our achievability result with rate-limited
entanglement, and does not require the assumption above.

Next, we established a regularized formula for the quantum
masking region and capacity-leakage function without assis-
tance in Theorem 11 and Corollary 12, respectively. The direct
part here also follows from our achievability result with rate-
limited entanglement. Our converse proof is based on different
arguments compared to those of the classical proof by Merhav
and Shamai [16]. In both classical and quantum converse
proofs, the leakage rate is bounded by an expression of the
form

1

L4682 (I(C" MB"), ~ H(M|B"), + H(M|B"C"),)

(76)

(see (155) and Eq. (21) in [16]). The next step in the classical
proof in [16] is to use Fano’s inequality in order to bound
the second term by

H(M|B"), < ney, (77)

and to eliminate the last term, as H(M|B"C"™), > 0. In the
quantum setting, we can still write (77), but it would not lead
to the desired result because the last term H(M|B"C™), is
negative and could not be eliminated (see Remark 12). Hence,
we bound the leakage rate in a different manner using the
coherent information bound on the communication rate.

We also derived single-letter inner and outer bounds for
Hadamard channels, using the special properties of those
channels, and showed that the bounds coincide in the standard
case of a channel that does not depend on a state. To bound
the communication rate (), we only needed to use the fact
that Hadamard channels are degradable. To bound the leakage
rate L, we observed that for Hadamard channels, there exists
a channel from the channel output to the combined system of
the output and its environment.

A shortcoming of our results, as well as the previous
results by Dupuis [94], is that we do not have a bound on
the dimension of the auxiliary system A, as mentioned in
Remark 10. Although one can always compute an achievable
region by simply choosing the dimension of A, the optimal
rates cannot be computed exactly in general. If we could
restrict the optimization to pure states [¢pa ac), then we
would argue that the dimension of A need not be larger
than the Schmidt rank of |4 ac), hence optimizing over
a Hilbert space of dimension |Ha| = |Ha/||HE||/Hc| is suf-
ficient. A similar difficulty appears in other quantum models
such as the broadcast channel (see Discussion section in [76]),
wiretap channel [117, Remark 5], and squashed entanglement
[148, Section 1]. Considering the setting where entanglement
assistance is not available, we mentioned in Remark 7 that
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regularization does not necessarily pose a problem for practical
purposes. Whereas, from a theoretical perspective, a single-
letter formula usually offers a lot more insight than a multi-
letter characterization since the latter is not unique (see e.g.
[36, Section 13.1.3]). Nonetheless, remarkable properties such
as super-activation [38] were derived from the multi-letter
characterization as well.
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APPENDIX A
PROOF OF THEOREM 6

We prove the i.i.d. decoupling theorem using the one-shot
counterpart in [79] along with arguments therein.

To this end, we need the following definitions from [149].
Define the conditional min-entropy by

Hpypin(paglop) = —loginf {\eR : pap 2 A-(la®op)}
Hmin(AlB)p = sup Hmin(pAB|UB)- (78)
oB

where the supremum is over quantum states of the system B.
In general, the conditional min-entropy is bounded by

—log [Hp| < Hmin(A|B), < log|Hal. (79)

To see this, observe that if we choose op = ”]i—il, then
the matrix inequality pap = A(la ® op) holds for A =
|Hp|, hence Hyin(paplop) > —log|Hp|. As for the upper
bound, the matrix inequality implies that 1 = Tr(pap) <
)\|HA|TI“(O'B) = /\|HA|, hence Hmin(pAB|UB) < 1og|’HA|.
Furthermore, the lower bound is saturated when the joint state
of A and B is |®4p), whereas the upper bound for a product
state % X pB.
Then, define the smoothed min-entropy by

Hrenin(A|B)l) = Hr‘?nin(A|B)U' (80)

max
oaB:dr(pap,caB)<e

for arbitrarily small ¢ > 0, where dp(p,0) =

;/1 - ||\/ﬁ\/5 ||i is the fidelity distance between the states.
he theorem below follows from Lemma 2.3 and Theo-
rem 3.8 in [79].

Theorem 13 (The One-Shot Decoupling Theorem [79]): Let

pAR be a quantum state, 74, x be a quantum channel, and
Cak =Ta—k(Para). Then, for arbitrarily small € > 0,

/ AUa | Ta—x (Uapar) — Cx ® prll; <
Ua

27%ngnin(A"K)<*%H;in(A|R)p + 8¢ (81)
where the integral is over the Haar measure on all unitaries
Ua.

Now, in order to prove the i.i.d. decoupling theorem, we use
Theorem 13 as follows. To show (36), plug

A— A", par — Wsa,—an(oscir), T — T®".  (82)
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Then, by Theorem 13,

/ dU e
Uan

2—%HE (A/"‘K")(@n—%HE

min min

T (Uaroanr) — " @ orl|, <

(S,G1

R 182 (83)

with arbitrarily small € > 0, oang = Wsg,—an (USG1 R)»
and

Carx =Tax(Para)
= |[Ha|Trp [ops_ pr (lwaBK))(Para)]
=Trp (wa'BK)

= WA'K (84)

where the second line follows from Lemma 5. Hence, it fol-
lows that

(A" K™ con = Hoy (A" K™) o

> n(H(A[K), —d1(n))  (85)

where the last inequality is due to the quantum asymp-
totic equipartition property (see [150, Theorem 9] and [79,
Lemma 2.3]), and where 01(n) — 0 as n — oo. Thus, by (83)-
(85),

dUAn
Ugn

’Tij(UAnUAnR) — w}%" &® UR||1 <

(S,G1|R)o+nd2(n)

min

2—TL%H(A‘K)W—%HE (86)

where d2(n) = d1(n) + %. Since SR and G; G5 are in
a product state |Usp) ® |Pg, @,) over ’H?Q @ HE2, we have
that

HIEnin(Sv G1|R)U > Hmin(S|R)a + Hmin(G1)<I>

> —log|Hs| + log [Hc| 87)

where the last inequality holds by (79). Hence, (36) follows.
To show (37), apply Theorem 13 in the same manner with
(R, G>) instead of R, which yields

/ AU 4»
Ugn

with

HIEnin(Sv Gl |Ra G2)o’

| T2 (Uanoanra,) — wid

®ORG ||, <

27n%H(A‘K)w7%HE

min

(S,G1|R,G2)s+nb2(n) (88)

> Huin(S|R)w + Hmin(G1]1G2) o
> —log |H5| — log |Hg| (39)

Thus, (37) follows as well. This completes the proof of
Theorem 6. O

APPENDIX B
PROOF OF THEOREM 8

The achievability proof is based on the i.i.d. decoupling
theorem along with Uhlmann’s theorem. To establish the
masking requirement, we approximate the leakage rate using
the decoupled output state that results from the decoupling
theorem, and which approximates the actual output state. This
approximation relies on the Alicki-Fannes-Winter inequality
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[131], [132], as the decoupled state is close to the actual output
state and its leakage rate is easier to evaluate.

Consider a quantum state-dependent channel Ng 4/, g with
state information at the encoder and masking from the decoder,
given rate-limited entanglement assistance. The elements of
the coding scheme are displayed in Figure 2, where the
quantum systems of Alice and Bob are marked in red and
blue, respectively; the channel state systems E™ and C" are
marked in brown; and the purifying systems are marked in
green. Before we step into the formal proof, we describe the
coding scheme in a nutshell. The quantum message is stored in
a system M, which is purified by a reference system R. Alice
and Bob’s entanglement resources are in the quantum systems
G 4 and Gp, respectively. Now, Alice encodes the quantum
message using her share of the entanglement resources, G 4,
along with her access to the side information systems, Ef,
which in turn are entangled with the channel state systems
E™ and C™. To this end, she applies an encoding isometry and
transmits the systems A’ over n channel uses of the isometric
extension of the channel, U5, . 5, where K is the receiver’s
environment. Bob receives the channel output systems B"
and decodes by applying an isometry to B" and Gp. We
will show that there exist encoding and decoding isometries,
Frya, Ep—Am Jn and D, GrNIG, Gl Jn K ' respectively,
that recover the quantum message state and satisfy the leakage
requirement, where J" and J' are purifying reference systems.
In our proof, the decoupling approach is used such that both
Bob’s environment and the channel state systems E™ and C™
are decoupled from Alice’s purifying reference system (see
Remark 8). To show the leakage requirement, we approximate
the leakage rate using the decoupled output state that results
from the decoupling theorem, as the decoupled state is close to
the actual output state and its leakage rate is easier to evaluate.
The details are given below.

Let |0 acrary) be any pure state with 0o = ¢c g, where A
is an arbitrary system. In the proof below, we will use auxiliary
quantum systems A™ such that the channel input systems A"
are entangled with A”. Given a quantum message state pas,
let

R be a reference system that purifies the message system
M, i.e. such that the systems M and R have a pure joint state
|\II]\1R>, with |HR| = |HM| = one,

Suppose that Alice and Bob share an entangled state
|®G,cp) Of dimension [He,| = |Hg,| = 2"f%<. Then,
the joint state is

(90)

Let UN, .5k be an isometric extension of the channel
Nga_p, with

[VRMGAGE) = [YRM) ® PG4 ,65)-

UN s mrcpea) =UNa prpea UMy pe)t O
and let
\wacnrs) = Uy prlfacears). 92)
Denote
Ay (n) = 27 HAIEC) . —Q—Re—e]/2 93)
Ay (n) = 27 "HAIKS)o=Q+Re—e]/2 94)
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R
[Varr) ~ V)
M
G . v/
b > i
; D
|q)GAGB> . ~ ‘(])(V’f\(v",,>
(‘14 : 4
by ! TA
m n !
M o r - Ly
. 1
Jn N E '//
J203 ‘ v !
mn . N
|bEmc) " L > : A € nn)
c N
1 L

L[(B"Gy;C™), < L

Fig. 2. Coding scheme for a state-dependent quantum channel Nz 4:_. g with state information at the encoder and masking from the decoder, given
rate-limited entanglement assistance. The quantum systems of Alice and Bob are marked in red and blue, respectively; the channel state systems E™ and C™
are marked in brown; and the purifying systems are marked in green. The quantum message is stored in a 2"@-dimension system M, which is purified by
the reference system R of the same dimension, while Alice and Bob’s entanglement resources are in the quantum systems G 4 and G g, respectively, each
of dimension 2" The input state is thus ¥ rar) ® [P, .6 5) ® 9B, Bc)®™. Alice encodes the quantum message using her share of the entanglement
resources, GG 4, along with her access to the side information systems E/', which are entangled with the channel state systems E™ and C"™. To this end, she
applies the encoding isometry Fiy;q , Bp—Am g, where J" are purifying reference systems. Then, she transmits the systems A’™ over n channel uses of the

isometric extension U% A/ g ©f the channel NEga/— B, where K is the receiver’s environment. Bob receives the channel output systems B™, combines
them with his share G g of the entanglement resources, and applies the decoding isometry D BhGp— NG, GlyIn K ] Using the i.i.d. decoupling theorem

and Uhlmann’s theorem, it is shown that the resulting state is close in trace distance to |V ) ® |<I’GAGB§® [€ngn gr). Given L > I(C; AB)w + 0,
it is shown that the leakage requirement %I (C™; B"GR)p < L is satisfied as well.

where ¢ > 0 is arbitrarily small. Observe that A;(n) tends
to zero exponentially as n — oo provided that Q + R, <
H(A|EC)y — €. As for Az(n), given a pure quantum state
lwacsr), we have H(AKJ), = H(BC), and H(K J),, =
H(BCA),, hence

Then, define a quantum channel 74_. ks by

Tars(pa) = Tros (Upa . px Mamceas(pa))).
7

According to the first part of Theorem 6, the i.i.d. decoupling
theorem, applying a random unitary U4~ decouples between

HAK ) = H(BC)., - H(BCA)., the systems (K™, J™) and R in the sense that
= —H(A|BC),
> —H(A|B)., dUan || Tar —gcn gn (Uan WarG a—arbrMG )
Uan
= I(A>B)w (95)

—w}%’} ® wRHl < 9 H(AIK J)w—Q+Re—e1(n)]/2 (98)

where the last inequality holds since conditioning does not
increase entropy [36, Theorem 11.4.1]. Thus, As(n) <
2~ n(I(A)B)o—Q+Re—¢) which tends to zero exponentially as
n — oo provided that Q — R, < I(A)B), — €.

First, we show that there exist encoding and decoding
operations such that the decoding error vanishes. Consider a
full-rank partial isometry W, — an, i.e. an operator with
0-1 singular values and rank 2(Q+e) "and let

Ha—cpars =|Halopa_cpas(|0acEar ). (96)

with Tgn L gnjn =
n — oo.

Similarly, the second part of Theorem 6 with
Ta cp(pa) =Tray [Ma—cras(pa)l yields

", where £1(n) tends to zero as

AU sn ’ T g g [TLan - on g arm o Ugr

Uan

WG a—anVMGaceR] — VanR ® OE

< 9 H(AICE).—Q—Re—e2(n)]/2 (99)
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with ILan_cnpnam g = 09", o pary» Where 2(n) tends to
zero as n — oo. Thus, it can be inferred from (98)-(99) that
there exists a unitary Ug» such that both of the following
inequalities hold,

| Tan—kn s (Uan Warg a—antbryca)
~wi @ YR, < As(n)  (100)

and

HTI'A/’ILJ"L I:HA’!L*)CTLE’ILA/’!LJTL . UAn WMGA*)A’!L Q/JMGAGBR}

—YGpR ® éf)%g‘ = Ai(n)

where Aj(n) and Ay(n) are as defined in (93)-(94). In words,
there exists a unitary Uan that decouples both (K™, .J™) from
R, and also (C",E™) from (Gp, R). The existence of a
unitary that satisfies both inequalities simultaneously follows
from the union of events bound and Markov’s inequality, as
Pr(f1(U)> A1V fo(U) > Ag) < %1(]) + Mz—(f). We note
that such a unitary U4~ need not be unique.

According to Uhlmann’s theorem, (101) implies that there
exists an isometry Fisq, Ep—Am Jn such that

(101)

|[Tarcrpnamim - UsnWaiGga—anbmcacsr

—Fycapp—amin(Casrmc, ® 05 pe)|l; < 2v/A1(n)
(102)

(see Figure 2). Hence, by applying the isometric extension
of the channel and using the triangle inequality and the
monotonicity of the trace distance under quantum channels,
we obtain

HTA"HK"J" (UanWaiGa—anYrRMG )
— Trenpnen (UNa—pr) " FMGAEp—Am.n
(Yonrrica @ 051sc)) |, < 2V/Bi(n). (103)
Together with (100), this implies that
HTFC"B"GB (U pr)®" Frcamg —amm
(VaprMGs @ éf)%fEc)) —wPh® 1/1RH1

S 2\/ Al(n) —|— AQ(?’Z)

Next, by Uhlmann’s theorem, there exists a decoding operator

(104)

D p—nicr o Such that
N ®@n
HDB”GBHMG;‘G;EJ'(UEA’HBK) Fyaapy—amn

(ngRMGA & ¢%:Ec) —&ngny @ 1Z)MGAGBRH1

< 24/20/A1(n) + As(n) (105)

for some Exn yn . By tracing out K™, J", C", G4, G'5, and

J’, we have that there exist an encoding map Fp/c , Ep—Am
and a decoding map Dy, .,y such that the estimation error
is bounded by

™ (F,®,D, prr) =

n n RN
"DB"GB—>1\?INEA’—>B‘7:MGAE6’—’A'" (Vamrma, ® Pror)

~Unu|| <2y/2V/A ) + Aofm). (106)
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As for the leakage requirement, let 6 > 0 be arbitrarily
small. Observe that the joint state of the output systems is
given by

|0’GBRK71,JanCn>

= (UJ{JVA/—>BK)®nFMGAE()’HA/”J" (#@ZRMGA & d)%gEc)
(107)

By (102), [|o — 7|, <2

A1(n), with

NG s RECR 7 BRCn)
_ N N
= (Ugar— Man cnpnamgn
( BK) Aﬂ _>C‘I7 EWA an
(Uan WG a—an Y MGAGER)

—

a)
= (UﬁfA’—»BKrHA|OpA~>CEA’J(|9ACEA/J>))

(Uan WG a—ar Y MGAGER)

®n

(b n
= (|HA|OPAHCBKJ(|WACBKJ>))®

(Uar WG a—ar¥mcacpr) (108)

where (a) follows from the definition of ITAon_,cngn am gy in
(96), and (b) follows from the definitions of op,_, z(-) and
lwacsr.s) in (30) and (92), respectively. Next, by Lemma 4,
we have

MRk s 5m0n)
= (|HA|n0pA’L_>GBR(UAnWMGA_’AﬂwMGAGBR))

lwacers)®". (109)

Hence,

negrrer = Wan_aur(@ine) (110)

with Ty . =
VMG AGER)-

By the Alicki-Fannes-Winter inequality, the mutual informa-
tion is continuous in the joint state [131], [132]. In particular,
lo —nll; <2+/A1(n) implies that

[H al"0p 4n —Gxn r(UanWarg,—an

[[(C™; B"GE)s — I(C"; B"GR),y|
< dnlog|Hplv/A1(n) +2(1 4+ /A1(n))
(see [36, Theorem 11.10.3]). Since A;(n) tends to zero as

n — oo, it follows that for sufficiently large n, the leakage
rate is bounded by

(111)

1
g(") (./'—'.7 \Ilvl),pM) = EI(CTL’B”GB)U

1

~I(C"; B"Gr)y +9

1

~I(C" B"GpR), + 0
1

~I(CT A" B yon +

= I(C; AB), + 6

IN - IA

IA

(112)

where the third inequality follows from (110) and the data
processing theorem for the quantum mutual information [36,
Theorem 11.9.4]. Thus, the secrecy requirement holds with
leakage rate L provided that I(C; AB), < L — 4. O
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APPENDIX C
PROOF OF THEOREM 9

Given unlimited supply of entanglement resources, a qubit is
exchangeable with two classical bits. This follows by applying
the teleportation protocol and the super-dense coding protocol
(see [47, Sections 1.3.7, 2.3]). Therefore, the characterization
of the classical masking region follows from that of the quan-
tum masking region, and vice versa. In particular, we prove
the theorem by showing achievability for the quantum masking
region, and the converse part for the classical masking region.
As can be seen below, the maximal correlation assumption in
(43) is only required for the converse proof.

A. Achievability Proof

First, consider the direct part for the quantum masking
region. Let (Q,L) € Rg‘(./\/') Then, for some pga ac with
ppc = ¢pc, we have Q < 3[I(A;B), — I(A; EC),] and
L > I(C;AB),. We need to show that there exists R. > 0
such that (@, R., L) is achievable.

As mentioned in Remark 1, given a mixed state Ypg, c»
we can simply consider the channel N ,, 5, with the aug-
mented channel state system E = (T, E), as defined in (10),
where |¢prEE, ) is a purification of the mixed state vrg, c-
Given the maximal correlation assumption (43), the standard
purification is

brEBC) = > Va(s)ls)r ® |s)p @ [s)m, ®[s)o. (113)

seS

Let prearac be an extension of pgarac With prpc = ¢rEC.-
Then, we can write

PCTEAA = ZQ(8)|S><5|C @ [s)(slr @ |s)(s|z @ plya
sES
(114)

for some p% 4. Since the eigenvalues of pcpaar are the
same as those of pcrgaa, it follows that I(A;TEC), =
I(A; EC),,.

We now claim that the inequalities (40)-(42) hold for

R. = %H(A|E0)p - %I(A}B)p. (115)
Indeed,
Q+ R, < %[I(A; B), — I(A;EC),)]
+ %H(A|EC)p - %I(A}B)p
— H(A|EC),. (116)
and
Q-R.< %[I(A; B), — I(A;EC),)]
- %H(A|EC)p + %I(A}B)p
= I(A)B), (117)

since I(A; D), = H(A), — H(A|D),, and due to the defini-
tion of the coherent information as I(A)B), = —H(A|B),.
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We also need to verify that R, > 0. Let |0, 74/,) be
a purification of p,. ;4 and define |wacpk.s) as in (92).
Since the state of ACBK J is pure, we have H(A|KJC), =
—H(A|B), = I(A)B),, hence

0<I(A;KJ|C), = H(A|C), — I(A)B),. (118)
As H(A|C), = H(A|EC),, (118) implies that the assignment
of R. in (115) is non-negative as required. It follows that
the conditions of Theorem 8 are satisfied, hence (Q, R, L) is
achievable. We deduce that RG(N) D RG(N).

Given unlimited amount of entanglement resources, if Alice
can send n@) qubits to Bob with estimation error € and leakage
rate L, then she can send 2n() classical bits with the same error
and leakage rate using the superdense coding protocol [47,
Section 2.3]. Thus, for the transmission of classical bits, rate-
leakage pairs (R, L) such that R < I(A;B), — I[(A; E,C),
and L > I(C; AB), are achievable. We deduce that RE (N') D

& (N) as well.

B. Converse Proof

Next, we move to the converse part. While extending the
classical arguments, we need to be careful since conditional
entropies can be negative in the quantum setting, and since we
have three channel state systems, C, F, and FEj. This poses
a challenge in defining the auxiliary system A that would
satisfy both communication and leakage rate bounds. Here,
we will use the assumption that the channel state systems are
maximally correlated, as in (43).

Again, due to the superdense coding protocol, if Alice
cannot send nR classical bits to Bob with estimation error
¢ and leakage rate L, then she cannot send %nR qubits with
the same error and leakage rate. Thus, it suffices to consider
the classical masking region.

Suppose that Alice and Bob are trying to distribute random-
ness. An upper bound on the rate at which Alice can distribute
randomness to Bob also serves as an upper bound on the rate
at which they can communicate classical bits. In this task,
Alice and Bob share an entangled state W, ,. Alice first
prepares a maximally corrleated state

2nR

MM = 5og Z [m){m|ar & [m){m|ar.
m=1

(119)

locally, where M and M’ are classical registers that store the
message. Denote the joint state at the beginning by

VMM GaGpEyErCr = Tam O VG, 6p @ sf)%glEc (120)

where E™ are the channel state systems, Ej are the CSI
systems that are available to Alice, and C" are the systems
that are masked from Bob (see Figure 1). Then, Alice applies
an encoding channel Fy g, Ep—Am 10 the classical system
M, her share G 4 of the entangled state U , ., and the CSI
systems FEj{y. The resulting state is

PMAnGpEnCn = FMGaEr—Am (VMM GAERGpEnC™)-
(121)
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After Alice sends the systems A’ through the channel, Bob
receives the systems B" at state

PMBrGpCnr = N}?X/HB (pJWEnA/nGBCn). (122)

Then, Bob performs a decoding channel Dy, ., y;, produc-
ing
Prrvrcn = Ppngyyr(PMBrGscn). (123)

Consider a sequence of codes (F,, ¥,,, D,,) for randomness
distribution, such that

B ||PMM =T ||y < Qn (124)

%I(C";B"GB)p <L+ 5, (125)

where v, 3, tend to zero as n — oo. By the Alicki-Fannes-
Winter inequality [131], [132] [36, Theorem 11.10.3], (124)
implies that

|H(M|M), — H(M|M')| < ne, (126)

where ¢, tends to zero as n — oo. Now, observe that
H(mayme) = H(mwpy) = H(wap ) = nR, hence I(M;]\Z),r =
nR. Also, H(par) = H(mwpr) = nR implies that T(M; M'),—
I(M; M), = H(M|M), — H(M|M'),. Therefore, by (126),

nR = I(M; M),
< I(M; M), + ne,

<I(M;B"GR), + nen (127)

where the last line follows from (123) and the quantum data
processing inequality [47, Theorem 11.5].

As in the classical setting, the chain rule for the quantum
mutual information states that I(A; B,C), = I(A;B), +
I(A; C|B), for all capc (see e.g. [36, Property 11.7.1]). As
a straightforward consequence, this leads to the Ciszdr sum
identity,

n
ZI(A?+19Bi|Bi Y ZI (B 1 A; |44 1)o

i=1 i=1

(128)

for every sequence of systems A™ and B™. Returning to (127),
we apply the chain rule and rewrite the inequality as

nR < I(GgM;B"),+1(M;Gg), — I(Gp;B"), + nen
< I(GBM,Bn)p + I(M;GB)p + néey
= I(GpM; B™), + nen (129)

where the equality holds since the systems M and Gp are in
a product state. The chain rule further implies that

I(GeM;B"), = > I(GpM;B,|B" "),

IA

@
I
—

I(GEMB"™ % B)),

I
M:

(GBMB’L ! 1,+17B )P

<.
Il
i

M5

I(B;; C'-4-1|GB]MBz 1)/)
1

.
Il
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:Z (GBMB’L ! z+17B)P
=1
=Y (BT GlGeMCYy),  (130)
=1

where the last line follows from the quantum version
of the Csiszdr sum identity in (128). Since the sys-
tems C; and (Gp,M,C{,,) are in a product state,

I(B"YCi|GgMC}y ), = I(GpMC}y B C;),. There-
fore, defining
Ai = (Gp,M,B",C}) (131
we obtain
n n
[(GpM; BY) Z (Ais Bi)p, = > _I(AsCi)p. (132)
=1 i=1

Next, we claim that based on our assumption that g, rc
is as in (43), we have I(A4;;C;), = I(A;; E;C;),. To see this,
consider the joint state of the systems A;, C;, and E;,

QW,R

> Mg X ) mlar

snESn m=1
aNgiLp (1)
®|siy1) (siyaler,, © |si)(sq

PMB=1GpCp  CiE; =

Ei-1® pzl’i/lGB)
FmiGagy—amn(m)(mly ® Ye,cp
®|s")(s"|Egp). Observing that the eigenvalues of the state

pA;c.g;, are the same as those of pa,c,, it follows that
H(AiCiEi)p = H(AzCz),, and H(CiEi)p = H(Ci)p, thus,

I(As; Cy),p = I1(As; EiCy)p.

(133)

n
i+1

with plilg =

(134)

Now, let Y be a classical random variable with a uniform
distribution over {1,...,n}, in a product state with the pre-
vious quantum systems, i.e. C", E", Ej, M, M', Ga, Gp,
A and B". Then, by (129), (132), and (134),

R—¢,

< 23 (A5 B,
i=1
= I(Ay;By|Y)p — I(Ay;EyCy|Y)p
= I(Ay,Y; By), = I(Y; By),
(AY7Y EYCY) +I(Y;EyCy)p
(Ay, Y; By)p — I(Ay, Y; Eycy)p + I(Y; EyCy)p
:I(Ay,Y;By)p—I(Ay,Y;EyCy)p (135)

I(Ai; EiCy),)]

with pyaymyova, = 52 )i © papco.a; and
PYAyCyBy = NEA’—»B(pYAyCyEYA/ ), where the last
equality holds since E” and C™ are in a product state ¢p$7, EC
hence I(Y, EyCy) = H(EyCy) - H(EyCy|Y) =
H(EC)y — H(EC)y = 0. Thus, defining

A= (Ay,Y), E= Ey, C=Cy, A= A}, (136)
and B such that papc = Nga—p(papac), we have that

R—¢, <I(A;B),—I(A EC),. (137)
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We have thus shown the desired bound on the coding rate.
As for the leakage rate, by (125),
n(L+ B,) > I1(C"; B"Gg),
=I1(C",B"GgM), —I(C"; M|B"Gg),
=I1(C",B"GgM), — HM|B"GBg),

+ H(M|C"B"Gp),. (138)

Note that the conditional entropy of a classical-quantum state
pxA = D exPx(@)|T)(r| ® pf is always nonnegative,
since H(AIX), = Y, px(@)H(p%) > 0 and H(X|A), >
H(X|A,X) = 0, as conditioning cannot increase quantum
entropy [47, Theorem 11.15]. Since M is classical, the last

term in the RHS of (138) is nonnegative, i.e.
H(M|C", B",Gg), > 0. (139)

Furthermore, we have by (127) that the second term is bounded
by

H(M|B"Gp), = H(M), — I(M; B"Gp), < ne, (140)
Thus, by (138)-(140),
n(L+ B, +¢e,) > I(C";B"GgM),
= I(Cy; B"GM|C},),
i=1

> I(Ci; B;B'GpM|Cy,),. (141)
i=1
Then, since C; and C}, ; are in a product state, I(Cy; C7' 1), =
0, hence

L+ 6, +en

1 . 71— n
ZE;I(CﬁBiB 1GBJM i+1)P

1 n
- > I(Ci; AiBi), = I(Cy; Ay By [Y),
i=1

=I(Cy; AyYBy), = I(C;AB), (142)

where the first equality is due to our definition of A; in (131),
the second holds as the classical variable Y is uniformly
distributed over {1,...,n}, the third since I(Cy;Y), =
H(Cy), — H(Cy|Y), = H(C)s — H(C)y = 0, and the
last equality follows from (136). This concludes the proof of
Theorem 9. O

APPENDIX D
PROOF OF THEOREM 11

Let Nga/_.p be a quantum state-dependent channel with
state information at the encoder and masking from the decoder,
as in Theorem 9. We now consider quantum communication
without assistance. The converse proof without assistance is
based on different considerations from those in the classical
converse proof by Merhav and Shamai [16]. In the classical
proof, the derivation of the bounds on both the communication
and leakage rates begins with Fano’s inequality, followed by
arguments that do not hold in our model since conditional
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quantum entropies can be negative. Hence, we bound the leak-
age rate in a different manner using the coherent information
bound on the communication rate. The direct part is a con-
sequence of our previous result on masking with rate-limited
entanglement assistance (see Theorem 8). In the second part,
we derive a single-letter outer bound for Hadamard channels
using the special properties of those channels. To bound the
communication rate (), we only need to use the fact that
Hadamard channels are degradable. As for the bound on the
leakage rate L, here we observe that for Hadamard channels,
there also exists a channel from the output B to BC1 K, i.e.
the channel output combined with the decoder’s environment.

Part 1

Achievability of rate-leakage pairs in Rq(N') immediately
follows from Theorem 8, taking R. = 0. To show that rate-
leakage pairs in %RQ(N ®F) are achievable as well, employ
the coding scheme in the proof of Theorem 8§ in Appendix B
for the product channel N'®* where k is arbitrarily large.

Next, we move the converse part. Suppose that Alice and
Bob are trying to generate entanglement between them. An
upper bound on the rate at which Alice and Bob can generate
entanglement also serves as an upper bound on the rate at
which they can communicate qubits, since a noiseless quantum
channel can be used to generate entanglement by sending one
part of an entangled pair. In this task, Alice locally prepares
a maximally entangled state,

nQ

1
|Prrarr) = o mz:; Im)m @ [m)p. (143)

Denote the joint state at the beginning by

|0rinr Ep Enen) = [Prnr) ® |pr, 5c)®" (144)

where E™ are the channel state systems, EJ are the CSI
systems that are available to Alice, and C" are the systems
that are masked from Bob. Then, Alice applies an encoding
channel F),- Ep—Am O the quantum system M’ and the CSI
systems Ef. The resulting state is

pyamEncn = Fargy—am (Omn By Enen)- (145)

After Alice sends the systems A’ through the channel, Bob
receives the systems B" in the state

PMBrCn = N]?X/HB (pJWEnA/nCn). (146)

Then, Bob performs a decoding channel Dy, _ ,;, producing

pAlMC” EIDB”H]\,A{(pAB"C")' (147)

Consider a sequence of codes (F,,D,) for entanglement
generation, such that

1
5 loaria = @annrr ) < an (148)

%I(C”; B"), < L+ (149)

where «ay,, (3, tend to zero as n — oo.
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By the Alicki-Fannes-Winter inequality [131], X [132]
[36, Theorem 11.10.3], (148) implies that |H(M|N), —
H(M|M")¢| < neyp, or equivalently,

\I(M)M), — I(M)M’ (150)
where ¢,, tends to zero as n — oo. Observe that [(M)M')e =
H(M)y — H(MM')g =nQ — 0 = nQ. Thus,

n@Q = I(M)M')q
< I(M)M), + ne,
< I(M)B"), + ney,

)<I>| < ney

(151)

where the last line follows from (147) and the data processing
inequality for the coherent information [36, Theorem 11.9.3].
In addition,

H(M|E"C")g
=H(M|E"C"), (152)
where the second line follows since M  and
(E™,C™) are in a product state. Hence, @ <
Lmin{I(M)B"),, H(M|E"C"),} + &, Let A" be
quantum systems such that for some isometry W, an,
pAnAlnEnCn = WA{HA'IL p]WA/nEn cn WLHA" . (153)

Since the von Neumann entropy is isometrically invariant [36,
Property 11.1.5], it follows that

1
Q< Emin{I(A”}B")p,H(A”|E”C")p}+en. (154)
As for the leakage rate, by (149),
n(L + By)
> I(C™;B"),
= I(C"; MB"), — I(C"; M|B"),
=I1(C*,MB"),— H(M|B"), + HM|B"C"), (155)
=1(C";MB"), + I(M)B"), + H(M|B"C"),
>I(C"; MB"), +n(Q —¢e,) + HM|B"C"), (156)
where the last line follows from (151). Since
H(M|B"C"), > —log|Hu| = —nQ (157)
(see [36, Theorem 11.5.1]), we have
1
L+ B, +en> EI(C";MB")p (158)
1
= EI(C";A”B”)p. (159)

This completes the proof for the regularized capacity-leakage
characterization.

Remark 12: We note that in the classical converse proof in
[16], the authors obtain an inequality that is similar to (155)
(see Eq. (21) in [16]). The next step in their proof is to use
Fano’s inequality in order to bound the second term by

H(M|B™), < ne, (160)

and to eliminate the third term, as H(M|B"C™), > 0.
In the quantum setting, we can still write (160), however,

the last term is negative and could not be eliminated, as
H(M|B"C™"), < H(M|B™), < —n(Q — &) <0.
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Part 2

Suppose that N}, 5 is a Hadamard channel with an
isometric extension V', _ e, o (see Definition 3). The
direct part follows from Theorem 8 as in part 1. It remains to
prove the single-letter converse part.

Returning to the entanglement generation protocol which

we started with in part 1, we now define
A= (M, B KL OO, (161)

For every i € {1,...,n}, consider the spectral representation

pJWE"'A”'C;L Z pX Z/JME iAo (162)
T, €X;
where px,(z;) is a probability distribution and

{13 i ani C>}I€ x, form an orthonormal basis, hence

= Z Px; (mi)wﬁBiC{'KiCﬁf—l

T, €X;

PMBiCiKiCT, (163)

where = (VEA/—Jscl K)®i|w§\c/}EiA”"C?+1 )-

= pMB"’K"'C"'C;fH? hence

W)MB’C iKiCy, >
By (20), we also have pMB iKicicy,,

PMBiKiCn = Z px; (L) V) gi giom (164)
T €EX;

with |w§:\/7[B‘C’K’C7’;_1> = (VEA/HBCK)@"leE A”C’ﬁ*_ >
Given a sequence of codes (F,,, D,,) that satisfy (148)-(149),
n(Q — &) < —H(M|B"),
< —H(M|B"X"™),

= H(B"|X"), — HMB"X"™),  (165)

where the first inequality is due to (151), and the second
inequality holds since conditioning does not increase entropy
[36, Theorem 11.4.1]. By (164), the state of M, B™, K™, C™ is
pure when conditioned on X™ = 2", hence H(MB"|X"), =
H(K"C™X™),. Thus, we can write the last bound as

n(Q —en)
< H(B"|X"), - H(K"C"|X"),
=H(B"X"), - HK"C"X"),

n

=Y [HB:Xi|B' X",

- H(K,C; X;| Ko X1 )

n

=> [H(B; X)), - H(K:C; X,),
=1
- (I(B’LX“ Bi—lX’i—l)p I(KZCrLXZ, Ki—lci—lXi—l)p) ]
<3 [H(BiX)), — H(KC:X)),] (166)
1=1

where the last inequality holds since Hadamard channels are
degradable (see Subsection II-C), and thus
I(B;X;; B7'X7h, > I(K;Cy X Kot xh,
= I(K;C; X;; K'PC X,
(167)
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by the data processing theorem for the quantum mutual
information [36, Theorem 11.9.4] and due to (20).

Now, according to (164), the state of M, B*, K*, C™ is pure
for a given X; = x;, hence

H(B|X,), = HMB'K'C"|X,),
= H(A;K;C;|X;) (168)
(see (161)). Then, (166) implies
n(Q - E”) < Z H(A1|01K1Xz)/)
i=1
<Y H(A|CK;) (169)

since conditioning does not increase entropy.

Defining Y to be a classical random variable of uniform dis-
tribution over {1,...,n}, in a product state with the previous
systems, we have

1 n
—ep < — H(A;|C;K;
Q—¢en < n; ( | )p
= H(Ay|CyKyY),
< H(A|ICK), (170)
with  pyayeyoya, = =20 0] ® papcarn

PY Ay Cy By Ky =Ug g (Py Ay Cy By 4, ), and then

A= (Ay,Y), E=Ey, C=Cy, A = A} (171)
and B,Cy,K such that PABC, KC =
VgA’—»Bcl K (paBAC).

As for the leakage rate, we begin with an observation
that follows from our definition of Hadamard state-dependent
channels in Subsection II-C. Observe that given a Hadamard
channel which is extended by Vgpa'—.c, kB, there exists a
channel from B to BC K. Specifically, if we define a channel
Lp—.pc, k as the mapping ¥ — {5 R@n1E, g, then we have

paBcikc = Lp—po,k(pPaBC) (172)

or explicitly,

(Lp—Beik ©NEa—B)(papac)
(173)

Vea—cikB(PAEA C) =

for all paa'pc With ppo = drc.

By (151),
n(L + Bn)
> [(C™; MB™), +n(Q —e,) + H(M|B"K"C"),
> I(C"; MB"), —ney (174)
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since H(M|B"K"C"™), > —log|Hm| = —nQ (see [36,
Theorem 11.5.1]). Next, we apply the chain rule and write

n(L + Bn + En) > I(Cn§ BnM)p

n
= ZI(Cz‘§ B"M|C}y1)p

i=1

> ZI Ci; BB M|C.),

i=1

—ZI Ci; B;B"*MCry),  (175)

i=1

where the last equality holds since C; and C7',; are in a
product state, hence I(Cy;C, 1), = 0. Using the fact that
there exists a channel from B! to B’_lC“lK’_1 (see
(172)), along with the data processing theorem for the quantum
mutual information, we deduce that

I(Cy; BMB™*C!y), > I(Cy; BMB 'K~ totor ),
= I(Cy; BBMB K- 1ci-tcr,)),
=1(Ci; ABy), (176)
where the first equality follows from our definition of a

Hadamard state-dependent channel (see (20)), and the last line
is due to (161). Thus, by (175) and (176),

L+ By +e,>— ZI (Ci; A;iB;), = I(Cy; Ay By |Y),

= I(Cy, YAyBy),=I(C;AB),  (177)

where the first equality holds as the classical variable Y
is uniformly distributed over {1,...,n}, the second since

I(Cy;Y),=H(Cy),—H(Cy|Y), = H(C)y—H(C)y =0,

and the last equality follows from (171). This concludes the

proof of Theorem 11. m|
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